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Abstract

As the volume of e-mail and other unstructured data skyrockets, it is increasingly clear that
today'’s enterprises need a structured approach to archival. The combination of Symantec
Enterprise Vault with IBM System Storage N series systems provides enterprises the capability
to archive and protect both business-critical e-mail and unstructured file system data in a simple
to manage unified storage environment. This technical report discusses in detail the procedures
required to complete the installation of Symantec Enterprise Vault in an IBM System Storage N
series unified storage environment.

Introduction

Corporate data belongs to three major groups: structured, semi-structured, and unstructured data.

Structured data. Data actively managed by a relational database application. A few examples of
structured data are relational database management system (RDBMS) data, enterprise resource
planning (ERP) systems data, and so on by vendors like Oracle, IBM, Microsoft®, and others.

Semi-structured data. Data loosely managed by an application. An example of semi-structured data
is a messaging/e-mail environment.

Unstructured data. Data not controlled or monitored by any application or database server.
Examples of unstructured data include a user’'s home directory, incoming fax document, prints,
and Microsoft Office files.

While structured data tends to have well-defined processes/procedures for data management such as
backup, archival, and compliance, semi-structured and unstructured data is largely ignored. The
Symantec Enterprise Vault Server product offers an efficient method to store messaging and file system
data in a central archival location. Enterprise Vault manages the archival and retention of the data
according to a set policy to a configured location and for a specified period for retaining the data.

In addition to the management of e-mail archival, Enterprise Vault also offers a complete solution for file
system archival (FSA). This feature allows an Enterprise Vault Server to archive and manage file system
data. This paper describes the steps required to deploy Enterprise Vault in combination with IBM®
System Storage™ N series. The combination of Enterprise Vault and an N series storage system yields a
highly available and scalable solution ready to solve any enterprise’s most demanding archiving and/or
compliance challenges.

Background on technical issues

Enterprise Vault is a software solution designed to archive data, based on a fully configurable
organization policy. This solution archives data from a primary application and storage system onto a
secondary storage system, providing a fully indexed archive for retention while freeing primary storage
capacity and performance.

Enterprises without a centrally managed archival system for e-mail environments commonly face several
challenges that can affect the usability of e-mail environments as well as the ability to protect user data.
As the volume of e-mail increases, a common IT practice is to impose mailbox quotas on mailbox users.
While archiving the result of maintaining a “high-water mark” for the volume size, quotas restrict the ability
of users to conduct business. Quotas only push the message growth problem to a darker corner of the
environment, forcing users to spend increasing amounts of time on managing their own ad-hoc archival of
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local PST files. These PST files are typically not included in an enterprise backup plan and therefore are
unmanaged and at risk.

Enterprises implementing a centralized archiving solution solve the problems of both mailbox growth and
archive management while freeing valuable production/primary system resources and capacity, resulting
in better performing systems and backup/recovery that meet the desired service levels. All of these
benefits are provided without changing the user experience in their mail environment because there are
no quotas and no “do-it-yourself” archiving and cleaning chores.

N series storage system solutions offer compelling advantages to this data management scenario. The
ability to provision storage with primary and archive workload characteristics on a single system provides
simplified management and leverages/minimizes IT skill sets, as users are required to only manage
product and maintain a single system that is providing multiple service levels. In addition to the
skyrocketing growth in e-mail volume, a number of compliance regulations recently enacted globally
mandate the archival of e-mail and other corporate data. The requirement and the required ability to
produce the data in a timely manner have driven enterprises to pursue a more structured and regulated
archiving process. The Enterprise Vault and N series combination provides such a solution.

Purpose and scope

The purpose of this paper is to demonstrate the ease of product integration of Enterprise Vault and IBM N
series storage systems. It is important to note that this paper is not a substitute for the product
documentation and release notes shipped with Enterprise Vault and/or the target N series storage
system. It is very important to complete all the preinstallation tasks before attempting to install the
software product. This paper will discuss steps required to prepare the operating system (OS) and N
series storage systems ready for Enterprise Vault installation and configuration.

In addition to Enterprise Vault software, this paper will briefly discuss the installation of additional software
products including the IBM System Storage N series with Host Attach Kit (HAK) and IBM System Storage
N series with SnapDrive® software. For detailed procedures involved with installing these products as
well as the Microsoft SQL Server and Microsoft Exchange Servers required for a complete environment,
please refer to the appropriate product documentation supplied with your release of software and
hardware.

Infrastructure

In this section of the paper, we will describe the necessary infrastructure for deployment of an Enterprise
Vault environment. Enterprise Vault can be configured to support compliance requirements as well as e-
mail and FSA requirements. To support compliant retention of data, Enterprise Vault relies on the storage
system solution’s ability to lock data in an immutable store. This paper briefly describes the procedure to
configure N series storage systems using IBM System Storage N series with SnapLock® to archive
compliance data.

Deployment of Enterprise Vault requires servers running Microsoft Windows® 2003 or Windows 2000
Server. Enterprise Vault also requires Microsoft SQL Server 2005 or SQL Server 2000 products. If you
are deploying mailbox management, Enterprise Vault supports the following messaging systems:

e Exchange 2003
e Exchange 2000
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e |IBM Lotus® Notes® for Journal Archiving.

For deployment of Enterprise Vault in Microsoft FSA applications, Exchange is not required. Though not
covered in this document, Enterprise Vault also supports several other applications including Lotus Notes
and Microsoft SharePoint. Information regarding Enterprise Vault archiving of these application
deployments can be found on the Enterprise Vault product website (at the time of this report writing,
located at www.symantec.com/business/products)..

It is recommended that the deployment of both Exchange and SQL Server environments using either a
Fibre Channel (FC) or iSCSI protocol storage area network (SAN).

Best practices dictate the requirement to determine the number of Enterprise Vault Servers required for a
given deployment. On most occasions, it is assumed to have one Enterprise Vault Server for every 4,000
active user mailboxes. Symantec Enterprise Vault Compliance Accelerator and Journal Servers each
require a dedicated Enterprise Vault Server. The number of Enterprise Vault Servers required is unigue to
each environment. This paper recommends seeking professional help to determine an optimal solution to
fit your unique environment. It is also important that only one Exchange mailbox task be set for each
Enterprise Vault Server. This paper recommends considering this limitation of the number of Exchange
tasks allowed per Enterprise Vault Server, while deciding on the configuration of Enterprise Vault and
Exchange Servers.

The environment documented in this report is composed of the following components (i.e., the
infrastructure combination used for the purposes of this report but not necessarily the most current
versions of all components at any time):

e Exchange Server: Windows 2003 Service Packl Enterprise Edition

e SQL Server 2005 and Enterprise Vault Server: Windows 2003 Service Packl Enterprise
Edition

e E-mail archival and FSA: IBM System Storage N series N5500 storage system running IBM
System Storage N series with Data ONTAP® 7.1.1

e Exchange primary data: IBM System Storage N series running Data ONTAP 7.1.

e E-mail archival and FSA data migrating service: IBM System Storage N series N3700 (NearStore)
storage system running Data ONTAP 7.1, Storage management software: N series SnapDrive
4.1, N series SAN HAKit 3.0, Emulex LP9002L host bus adapter (HBA) card, and
HBAnywhere software.

Infrastructure-related tasks

Before attempting to install Enterprise Vault Server, it is a prerequirement to complete the setup tasks.
This will prepare the systems for successful installation of Enterprise Vault software. Skipping any
preinstallation tasks may adversely affect the Enterprise Vault Server installation and configuration.

This paper assumes that the N series storage setup needed a fresh install of SAN configuration.
Configure the HAK software and the software on N series storage systems. For this purpose, an Emulex
HBA LP9002L card was used to connect from Windows Servers to the N series storage system. If SAN
configuration is already configured, determine the storage requirement and complete the storage setup.

To install the necessary applications such as Exchange, SQL Server, and Enterprise Vault Servers, one
may use the SAN or IP-based SAN storage configuration to configure the local disks on Windows
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Servers. This paper assumes that a new installation of Exchange, SQL Server, and Enterprise Vault
Servers on N series SAN configuration occurs. Enabling the necessary product license is a
prerequirement to use the storage.

Installing SAN Manager Software is optional. SAN Manager provides end-to-end FC SAN management
that enables N series customers to securely monitor and manage their enterprise storage infrastructure.
To discover and monitor N series storage devices, SAN Manager requires an IBM System Storage N
series with DataFabric® Manager server.

SnapDrive software installation

After installing SAN HBA software, prepare for installing SnapDrive software. Verify that the HBA has
the supported version of driver and firmware and upgrade if necessary.

It is also important to install the necessary hot fixes on the Windows Server. The necessary hot fix
required on Windows 2003 Server is given in Appendix A. These hot fixes are required to complete
the storage configuration.

SnapDrive software integrates with the Windows Volume Manager. This allows N series storage
systems to serve as virtual storage devices for application data in Windows Server environments. The
SnapDrive application tool manages virtual disks available as local disks on Windows hosts.
SnapDrive allows Windows machines to interact with the virtual disks as if they belong to a directly
attached Redundant Array of Independent Disks (RAID) array. SnapDrive software supports both FC
and iSCSI protocols. It provides the dynamic storage management feature. This paper recommends
having the systems connected Windows host reside in the same broadcast domain. During this test
install, the SnapDrive installation wizard displayed the FC protocol HBA driver and firmware
information. On this test setup, the following figure displayed the available HBA driver and firmware
version along with the status information.

Implementing Symantec Enterprise Vault with IBM System Storage N series
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ii:‘_:ll’ SnapDrive - InstallShield ¥izard M= B

SnapDrive FCP HBA Driver and Firmware Information
Check current FCP driver wersions and download driver files if necessary,

o

FCP HBA Adapter Driver Yersion Firmmware ¥ersion Status
Installed Installed

o, emulex-LPo00z-0 5-5.10410 3.93a80 — | Supparted
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Figure 1) SnapDrive FC HBA driver and firmware information.

After checking the driver and firmware-supported version, the install wizard checks the management
driver information to support the Microsoft Multipath I/O (MPIO) feature. If required, this process
installs the appropriate driver version. After installing the SnapDrive software, use the Windows
Microsoft Management Console (MMC) tool to configure the local drive. SnapDrive requires additional
hot fixes from Microsoft before configuring the local drives. These patches are listed in Appendix A.

In this test setup, three virtual local disks were configured on Enterprise Vault Server and two local

disks on Exchange Server systems. Figure 2 displays the screen shot of computer management after
the local disk configurations completed.

E Computer Management

Q File  Action Wiew ‘Window Help

c» AR FRB 20

g Computer Management: {Local) \irbual Disk ID [Port, Bus, Target, LUN] fvolume Mounk) | Disk Location I FI File Path | Eacked By ... I Dis... | Yolume
E‘ﬁg Swstem Tools @VirtualDisk[‘hD,D,D] (F:\) W72 17,43, F fvolfseifsalis... LM R
o [#{gd] Event Viewsr [TvirtualDisk{4,0,0,1] {G:y) W72 1743, F. fvolfsrizfev.... LUN G

2] Shared Folders [FvirtualDisk[+,0,0,2] (E:1) V172.17.43.... F. jvolfsrijsqlfe... LN Ed
-1 Local Users and Groups

4] Performance Logs and alert:
2, Device Manager
E& Storage

E@ Snaplirive

| =P Disks
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Figure 2) FC SAN configuration on Enterprise Vault Server as shown in MMC.

Installing Exchange Server

In an Enterprise Vault environment, it is safe to assume that the Exchange Server is installed and
configured. If so, skip this section. However, for completeness of information, this paper assumes that
Exchange Server is installed as a new install before installing Enterprise Vault software. Using the
SnapDrive tool, two virtual local disks were created on the Exchange 2003 Server. Before installing
Exchange Server, this test setup completed the ForestPrep install task and applied the necessary
Windows OS patches. New Exchange 2003 installation requires Windows 2003 SP1, Windows 2000
SP3, or later or Windows Advance Server SP3 or later. It is required to install certain services such as
NNTP, SMTP, and World Wide Web, and enable these services on Windows Server. Before running
the Exchange installation wizard, run ForestPrep to extend the Active Directory (AD) schema.
DomainPrep will prepare the domain for Exchange 2003. Domain administrator privilege is required to
complete these tasks. The following diagram shows the components selected for installing Exchange
Server on this test setup.

:;"! Microsoft Exchange Installation Wizard

Component Selection %ﬂ
Select and modify components to fit pour custom zolution. ﬂ

Click in the left column to zpecify the appropriate action for each component.

Achion Component Mame Current D fve

Typical = tdicrozoft Exchange

Inztall - Microzoft Exchange Meszsaging and Collabaration Services G:
kicrozoft Exchange Connectar for Lotuz Motes
Microzoft Exchange Connector for Movell Groupisize
Microzoft Exchange Calendar Connectar

- Microzaft Exchange System Management Tools ER
Microzoft Exchange 5.5 Administratar

Inztall

4 4 4 4 4 4R

“ | | 10

Inztall Path: 3:%Program FileshE scharer Change Path... |
Dirive 5: 237 MB Requested Dizk. Information |
11930 ME Remaining

< Back I Mewt = I Cancel |

Figure 3) Exchange Installation Wizard component selection.

Using the SnapDrive software tool, the storage administrator has the ability to scale the storage
space dynamically. Note that the storage size configured in this test setup was only for informational
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purposes. You are allowed to create larger than 2TB logical unit numbers (LUNs) (and hence the size
of local disks). Exchange installation continues to install the selected components as shown below.

< Microsoft Exchange Installation Wizard I
Component Progress % |
The fallowing companents are now performing the actions you have selected. E |

v Microzoft Search

v Microgzoft Exchange
v Microzoft Exchange Forest Preparation L
P Microsoft Exchange Messaging and Collaboration Services

Microzaft Exchange System Management Taoaols

Stopping the zervice 'HT TPFilker',

[

Post-lnztallation Overall Frogress: !

- |

¢ Bach | ek | Cancel I

Figure 4) Exchange components install status.

Once the Exchange Server is installed and configured, update with Service Pack 2. On this test
setup, the Exchange Wizard displayed a message about successful installation status of the software
product.

SQL Server

Enterprise Vault requires SQL Server 2005 or SQL Server 2000 SP3 Server. A large Enterprise Vault
environment may need a dedicated SQL Server on Windows Server. IBM System Storage N series
with SnapManager® for SQL Server allows the database backup and recovery to occur easily.

In a production environment, several scenarios cause the Enterprise Vault index to be corrupted. In
case of Enterprise Vault index corruption, the administrator has to restore the data from the backup.
Using SnapManager for SQL Server and SnapDrive, a consistent backup and restore of the data is
required. It helps to bring the system into production. If the SQL Server is already installed, skip this

section.
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During the test setup, an SQL Server 2005 was used to create a data and log devices on SnapDrive
configured virtual disks. During a test setup, the SQL Server installation utility checks the system
configuration as shown below.

]i'.,EL Microsoft SQL Server 2005 Setup E

System Configuration Check
Wait while the system is checked for patential installation

problems.
14 Total 0 Error
@ Success 14 Success 0 Warning
Dretails:

Action Status Meszage -
i@ 15 Feature Requirement Success
@ Pending Reboat Requirement Success
@ Performance Monitor Counter Bequire..  Success
i@ Default Installation Path Permizsion Re...  Success
i@ Internet Explorer Requirement Success
%@ [COM Pluz Catalog Requirement Success
@ ASP.Met“ersion Registration Require...  Success
@ Minimum MDA Yersion Requirement Success

=

Filter | Stop Bepolt =

Help |

Figure 5) System configuration check for SQL Server 2005 installation.

After the system configuration check, the installation wizard starts the installation process. Select the
SQL Server authentication mode that specifies the security used when connecting to SQL Server.
There are two authentication modes, Windows authentication mode and mixed mode, which includes
the Windows authentication as well as SQL Server authentication.

During this test setup, Windows authentication mode was selected. During the SQL Server
installation, select the components to install such as SQL Server database servers and analysis
services. It may be relevant to select Dictionary order, case-insensitive collations settings. Report
server information allows configuring the report server, virtual directories, and SSL settings. The
installation wizard in this setup displayed the following figure showing the server type, server name,
and authentication mode.
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Microsoft Windows Server System
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Authentication: IWindnws Authentication j
Uzer narne: IIDP"aevadmin j
Password: I

I Bemember passwond

Connect Cancel | Help Optiong =3

Figure 6) SQL Server 2005 information.

Verify that SQL Server has been installed successfully and start the SQL Server to complete the
database configuration tasks.

Domain users account information

Successful installation and configuration of Enterprise Vault Server requires an Enterprise Vault
administrator user in the domain. This Enterprise Vault administrator need not have the domain
administrator privilege. Best practices dictate avoiding giving the domain administrator privilege to the
Enterprise Vault administrator account. On the test setup a domain called “IOP” was used to create a
user called “evadmin.” In addition to this, multiple users were created to enable mailbox accounts.

Mapping the network share

Enterprise Vault requires an NTFS (NT file system) supported file system for archival destination.
This includes local disks, configured virtual disks using N series storage systems, or a network-
mapped share.

Establish the network connectivity between the Enterprise Vault Server and N series storage
system(s). Once the network connectivity is established, complete the storage configuration. IBM N
series with Data ONTAP provides a greater flexibility in storage configuration in defining and
configuring volume sizes. Dynamic scaling of storage is a supported feature. Based on the need and
growth of data, a particular storage volume can be expanded or shrunk if needed.

Before creating a network share, verify that Common Internet File System (CIFS) license is enabled
and CIFS setup is complete. On this test setup, two storage systems were used, one N5500 system
and an N3700 storage system. On each system, the necessary CIFS shares were created. On the
N5500 system, the following figure shows the configured CIFS shares.

Implementing Symantec Enterprise Vault with IBM System Storage N series
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Figure 7) CIFS shares created on the N5500 storage system for Enterprise Vault archival.

Configuring read-only storage using SnapLock software

Companies require the ability to successfully archive and retain the contents in its state as read-only
for a specified retention period. A SnapLock enabled volume meets this requirement. On the N series
storage system, enable the appropriate SnapLock license. Note that certain configurations support
more than one type of SnapLock license on the same N series storage system at the same time.

Currently there are two types of supported SnapLock features. A SnapLock license supports a stricter
version of compliance volumes where the write-once-read-many (WORM) committed files remain in
an immutable state until the retention period expires. Another feature, SnapLock for Enterprise, and
the associated volume is controlled by the storage administrator. Based on defined retention policy,
configure the appropriate SnapLock volumes. Considering the effect of WORM features, this paper
strongly advises users to seek professional help while configuring and testing SnapLock volume(s).
Note that any misconfigurations or settings with a SnapLock volume may be irreversible, hence N
series professional help is strongly recommended.

Enterprise Vault Server architecture

In this section, we briefly discuss the Enterprise Vault architecture and N series storage systems and
Enterprise Vault integration methods. Enterprise Vault comes with several service components to perform
the task of archiving, indexing, storing, and restoring the contents. The Enterprise Vault administration
tool provides the configuration and management of Enterprise Vault services, tasks, and archives. Active
Server Page (ASP) Web access components enable users to access the content from archives. Microsoft
Outlook users have the capability to access the archived content from their Outlook client.

In addition to archiving e-mail data, Enterprise Vault supports additional features for FSA, SharePoint
archiving, and SMTP message archiving. File servers are used to store the FSA by using Enterprise Vault
Placeholder Service. SharePoint archiving components enable archiving and restoring documents on
SharePoint servers. Similarly, SMTP archiving component processes messages from third-party
messaging services. The major focus of this paper will be e-mail management in an Exchange Server
environment.

Enterprise Vault is composed of an Enterprise Vault Directory and Enterprise Vault Store Database that
uses SQL Server databases. The relational database holds the Enterprise Vault configuration data and
information about the archives. Some of the Windows tasks include:

e Scanning the server for archival pending items
e Storing the items in archival
¢ Indexing item attributes

Implementing Symantec Enterprise Vault with IBM System Storage N series
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e Retrieving the content from archives.

Enterprise Vault architecture includes Windows Servers, Exchange Server(s), SQL Server, Enterprise
Vault Servers, Lotus Domino Server (with Journaling feature), and the necessary storage system(s). In
this architecture, three N series storage systems are used for:

e Configuring the SAN systems

e Configuring the network shares for content archival using Enterprise Vault on an N5500
system

e Configuring the network shares for content archival using Enterprise Vault on an N3700
system.

The test setup used near-line storage N3700 for moving the items after archiving for a specified time. This
architecture allows the items to be migrated from primary to the secondary storage destination. The
following figure illustrates the Enterprise Vault system.

] Lsers accessing

archives
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Web Awvcess
Components
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=1 Adminiastration Consohke
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Figure 8) Enterprise Vault system architecture.
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Enterprise Vault task performs the search and returns a list of results to the users. Then the user selects
a particular link and the request goes to Enterprise Vault tasks and services, which in turn provide the
HTML version of the item. The following figure explains how users access the stored items.

D Users accessing
archives

Enterprizse Vault
Web Access
Components

L o

Enterprise <:>

Vault Services
&z Tasks

archives

Figure 9) Process explaining how users can access stored items.

Exchange Server

Enterprise Vault configuration requires Exchange Server and SQL Server installations. Availability of
Exchange Server and SQL Servers is a requirement for Enterprise Vault archival configuration. If the
architecture includes Exchange Server on N series storage system, this paper recommends using IBM
System Storage N series ShapManager for Exchange to manage Exchange data. Similarly,
SnapManager for SQL from N series enables the SQL Server database backup and recovery in an

efficient way.

This paper recommends configuring Microsoft SQL Server on a separate Windows Server and not on the
same Exchange Server. For a smaller environment and demonstration setups, installing SQL Server on
the Enterprise Vault Server works fine.
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N series storage systems

Enterprise Vault requires either local disks or virtual local disks for installing the SQL Server, Enterprise
Vault, and Exchange Server. Either SAN or IP-based SAN accomplishes the requirement. The necessary
software and hardware configuration topics are discussed in earlier sections of this paper.

In this test setup, an IBM N series storage system was used to configure local disks on both Exchange
Server and Enterprise Vault Server. For archival destination, an N series N5500 cluster configuration and
a near-line storage system N3700 were used to migrate the items after a specified period.

Configuration

Enterprise Vault requires storage system be presented with NTFS file system configuration. NTFS
volume, network share, and N series SnapLock enabled volume meet this requirement. Data may be
migrated to secondary or tertiary locations depending upon the site policies. To install the Enterprise
Vault components, Enterprise Vault configuration requires the availability of Vault Directory (VD)
database.

OS information

Enterprise Vault is a Windows-based application. At the time of this report writing, Enterprise Vault
supports Windows 2007, Windows 2003, Windows 2000 with SP3, and Windows 2000 Advanced Server
with SP3 platforms. On this test setup, two Windows 2003 SP1 Servers were used, one for installing
Exchange 2003 Server and the other one for installing Enterprise Vault Server and SQL Server 2005
products.

Enterprise Vault requires N series with Data ONTAP 7.1 or later supporting Enterprise Vault features.
This includes the ability to remove the retention expired items from SnapLock volumes. Enterprise Vault
configuration requires at least Exchange 2003 or Exchange 2000 and SQL Server 2005 or SQL Server
2000.

Enterprise Vault configuration information

It is required to install and configure transmission control protocol/internet protocol (TCP/IP) on the
Windows machine. This computer should have an IP address registered with the domain name system
(DNS). For performance reasons, this paper recommends a minimum of 2GB of main memory. It is also
important to have access to SQL Server to Enterprise Vault Server prior to the software installation
phase.

By default, Internet Information Server (11S) service on Windows 2003 prevents a file larger than 4MB
from being downloaded. To enable downloading files larger than 4MB, open the IS manager and change
the “AspBufferingLimit” parameter. It is also important to understand the Enterprise Vault components
configuration as a postinstallation task. Enterprise Vault configuration involves the following:

¢ Vault Directory database — SQL Server database

¢ Vault Store databases — required by SQL Server; storage space to grow dynamically
e Vault Stores — required on the storage service computer

¢ Indexes — required for indexing services

e Shopping Baskets — required on shopping service computer.
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The Vault Service Account

Enterprise Vault uses the Vault Service Account (VSA) to access the Windows Server OS. Enterprise
Vault services are Windows services. All Enterprise Vault computers share a VSA. This account must be
a member of AD domain if Exchange Server is used.

The Vault Site Alias (VSAlias) is a DNS entry for the Enterprise Vault site. Each Enterprise Vault site
should have a VSAlias. If the DNS server is running Windows Server, you may use the administrator tool
and create an alias for the computer where Enterprise Vault is installed. If a UNIX® server is used as a
DNS server, a DNS alias is created by entering CNAME parameter. Consult the system administrator to
complete this task as the administrator has the necessary expertise and privileges.

SnapDrive software installation and configuration

The N series with SnapDrive tool eases storage management on Windows Server. It integrates with
Windows MMC utility. Using this tool, configure the required local drives and complete the storage
configuration as needed. A previous report section described the procedure to install SnapDrive software.

SQL Server configuration

Enterprise Vault requires SQL Server installed and configured properly. The N series storage system'’s
virtual local disks configured with SnapDrive support SQL Server. A previous report section described the
details about SQL Server installation.

Installation

This section discusses the procedure to install and configure Enterprise Vault Server. Knowledge of
Windows OS administrator tasks, SQL Server, Outlook, IIS, and archival hardware and software tasks are
a prerequisite to complete the installation. Additional product knowledge such as Domino and SharePoint
portal may be required. In this section, we cover the topics about preinstallation tasks, Enterprise Vault
Server installation, and postinstallation configurations.

Preinstallation checklist

It is necessary to complete the OS and storage requirements prior to installing the software. Enterprise
Vault 6.0 was used in this test scenario. At the time of this report writing, Enterprise Vault 6.0 supported
the following OSes:

e Windows Server 2003 Standard Edition or Enterprise Edition

e Windows 2000 Server, Advanced Server and Datacenter Server

e Administration console, user extensions, and Exchange forms may be installed on Windows
XP or Windows 2000 Professional Servers.

Enterprise Vault installation requires steps to be done in the following order for successful configuration:
1. Installation of Windows Server, necessary service pack
2. Recommended Windows hot fixes, listed in Appendix A

3. Outlook 2003 and collaboration data object (CDO) components
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10.
11.
12.
13.
14.

SQL Server 2000 or 2005

Available Exchange Server 2000 or 2003

Exchange System Manager

Microsoft XML Core Services (MSXML) — if not already installed

Microsoft Data Access Components (MDAC) — if not already installed

.NET framework — if not already installed

Lotus Note Client — if Domino server configuration is used

[IS with Active Server Pages —include SMTP, NNTP services

Microsoft Message Queuing (MSMQ) — if not already installed

User extensions on user’s computer to be able to archive items from a mailbox

Other components configuration such as Sharepoint Server.

Preinstallation tasks

At this time, we assume the preinstallation requirements mentioned in earlier sections are completed. For
completeness, here is a review with a brief checklist related to preinstallation tasks:

1.
2.
3.

VSA (Vault Service Account)
Assigning Exchange Server permission — VSA must have access to Exchange mailboxes

Create a SQL login for VSA using SQL Enterprise Manager; this is a requirement if the mixed
mode authentication mode is used while creating the database

VSAlias (Vault Site Alias) — Use DNS Manager to create an alias; if the DNS server is UNIX-
based, you may configure the DNS alias for the Enterprise Vault Server by creating a CNAME
entry.

Installing Enterprise Vault

This section describes the steps involved with installing Enterprise Vault Server. Preparing the Windows
Servers with the appropriate OS and all required hot fixes is the basic step in this stage. Installing SQL
Server on a dedicated server may improve performance. On this setup, both Enterprise Vault Server and
SQL Server were installed on the same system.

Enterprise Vault install

In this test setup, it was a fresh install of Enterprise Vault software. In this test setup, the availability of
Exchange Server and SQL Server were checked before attempting to install Enterprise Vault Server.
The following Enterprise Vault components were installed. The installation wizard will install the
administration console on the Enterprise Vault Server as shown in the following figure.
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Select Components to Install x|

Select the components you want to install

Components

Enterprige Y ault Services 48RBT F.
Adminiztration Conzole 2BEE3 K
File Placeholder Service 10847 K.

SMTP Archiving Components IRIREK

— Diegcnphion
Provide the componentz and configuration Ch
tool for SMTP Mail Archiving, e
Space Required: 165054 K.
Space Available: 2096832 K.
< Back Mt » Cancel

Figure 10) Enterprise Vault components installed.

After selecting the Enterprise Vault components to install, the installation wizard prompts one to enter
the installation folder. In this test setup, a SnapDrive created virtual local drive path, “F:\EV,” was
selected for installing Enterprise Vault Server.
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Choose Destination Location

Choose Folder %} the fallawing

Fleaze chooze the installation folder.

]
[OWEE
The Falder:
‘FHAEY
does nok exist, Do you wank the folder to be created?
Yes Mo |
Drives:
Browsze...
=r j Mebwark. .. |
< Back MHest » | Cancel

Figure 11) Choosing Enterprise Vault destination location.

If the installation folder does not exist, it creates a new one. The installation utility continues with the
installation after the user agrees to the software license agreement. Next, select program folder for
setup to add icons to a particular program folder. Observe the installation progress as shown in the

following figure.

Installation Progress |

Copying Files
thendwebappiftimagesipropediestitle jpg

I

Cancel

Figure 12) Monitoring Enterprise Vault installation progress.

After copying the necessary files, it provides the installation summary with the information. This
information includes the Enterprise Vault installation directory, program folder, Web alias, and the
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selected components for installation. Installation summary in this test setup is as shown in the
following figure.

Installation Summary e E[
Click Mest to continue or Back to make changes
Installation Directary: =]
EAEW
Program Folder;
Ertesprise Vauk
‘web Akas:
Erlepeize’aull
Selected Comporents:
Erledpeize Vauk Servicss
Admindgtiation Conzole
File Flaceholder Senace
SMTP Archiving Comporents
4] :fJ
< Back New> | Cancel |

Figure 13) Display of Enterprise Vault installation summary.

Installation setup continues to install Enterprise Vault and may require restarting the Windows Server.
After restarting the Windows Server, certain postinstallation tasks must be completed before being
able to using the Enterprise Vault Server. On this setup, the computer was restarted to observe the
following Enterprise Vault icons in the program folder.

& Enterprise Yault =1Ol=l
File Edit W¥ew Favarites Tools Help | -:,'
(3 Back - &3 -~ [ | ) Search [ Folders | E D | -

Address I C:\Documents and SettingsiAll UsersiStart Menu\Programs\Enterprise Waulk j G

Administration Console Convert to Clusker Enterprise Yault Configuration
Shortouk Shorkeut Shortouk
1KB 1 KB 1KB
PST Migrator {Import) SMTP Archiving Configuration
Shortouk Shorkeut
7] 1KE .  LKE

Figure 14) Program files for Enterprise Vault.

Postinstallation tasks

Preparing the system and completing the postinstallation tasks are more significant steps than
installing the Enterprise Vault software. Observe that the Enterprise Vault installation takes
significantly less time compared to completing the preinstallation activities. In order to use Enterprise
Vault, certain postinstallation and configuration tasks are to be completed. This section lists the steps
involved with the postinstallation activities.
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This section explains the procedure to configure for Web access application and distribute the
Exchange Server forms and the procedure to set up the administration console. Enterprise Vault
installation utility sets the basic authentication method and integrated Windows authentication. The
default authentication is configured by changing the IIS properties on the 1IS computer. This task
requires Windows administrator privilege. To set up the default authentication, follow these steps and
continue to finish the task:

1.
2.

Start administrative tools and 11S
Configure the Enterprise Vault Web access computer

Default Web Site > Properties - Directory Security > Anonymous access and
authentication

Clear the checkbox and select Basic Authentication
Integrated Windows Authentication - OK - Virtual Directory —Configuration
Increase ASP Script Timeout > OK.
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Default Web Site Properties x|

WebSite | Performance | ISAPIF&ers | HomeDirectory | Documents |

Directory Security ] HTTPHeaders |  CustomErrors |  ASP.NET
— Authenticaton and access conbrol
Enabds anonymous access and edk the
authentication methods for this resource, Edit... I
[~ IP addra<s and domain name restrickions -
Grant or dany access to this resource using
1P addresses or Internet domain names.
Eait...
—Secure communications
Ragurs Secursé communications and
59  enable dient certificates when this SSyRe Cartiicate s
TR resource Is accessed. T ST
B CET LN aE s,
Edit...
o Cancel apply | help

Figure 15) Default Website pProperties.

After setting Windows authentication security mode, complete the Exchange tasks for Enterprise
Vault. On this system, a folder was created in the Organizations Forms library with access provided to
all Exchange users. To create a folder, log in to the Exchange Server and open the Exchange System

Manager. On this test setup, these steps were followed to create a folder:
1. Exchange System Manager - Organization and expand administrative Group > Expand
Folders
2. Expand the public folders (or right-click EFORMS REGISTRY) on the right-hand pane

3. Complete Properties window
4. Verify language that is appropriate and click OK (required if a different language to be set)
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5. On Properties screen, click Permissions - client Permissions - Add
6. Select the user name for the account for the ownership of forms (usually VSA)

7. Roles > Owner » OK > OK - Close Exchange System Manager.

%Euchange System Manager !EI E

5‘5 File  Action Wew indow  Help |;|i|5|
&= R@E iR XER 2
i‘J MetApp DPR (Exchange) Public Folders  {Connected to IBMX335-SYLE2)
,__j Global Settings Details | Find I
[+-_4 Recipients
El.__j Administrative Groups Folder Mame | Date Created |
: El@ First Adrministrative Gra | | 3 EFORMS REGISTRY B/28/2006 217 P
,__j SEFVERS A Eventz Root B/23/2008 217 P
._J Routing Groups [_40FFLIME ADDRESS BO... B/28/2008 217 P
El.__j Folders A 0waScratchPad{B1958..  B/28/2006 217 PM
; - TR | | 3 SCHEDULE+ FREE BUSY 6/28/2006 2:17 PM
B3 Tools [ schema-root £/28/2006 2:17 PM

[ 5toreE vents{51958CE4-..  B/28/2006 217 P
[A5YSTEM COMFIGURAT... B/28/2006 217 PM

< | B
| | |

Figure 16) Exchange System Manager process to create a folder.

After creating the folder and setting the form’s ownership, install the Exchange forms and customize
the user’s desktop. In order to set a different font such as Japanese fonts, use the Enterprise Vault
administration console.

Enterprise Vault configuration

Start the Enterprise Vault configuration wizard. Create a new VD on this computer. If you have an
existing directory, select that VD. On this setup, a new directory was configured and the user
authentication information was provided for Enterprise Vault services. The details of SQL Server that
were used for the directory were provided. In this case, the SQL Server entry was “IBMX335-SVL61."
The configuration wizard proceeded after granting the necessary VSA user permissions as shown
below.
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Enterprise Yault Configuration YWizard

all Enterprise Yaulk Services must use a Windows MNT account ko log
on. Enter the name and password of the Yault Service account,

| 1OP evadmin J

. x|
Enterprise Yault I_

d L The Yaulk Service account 'TOPevadmin' has been granted the B
\"‘I:l) Following user rights on the computer ‘TEMK335-5YLA1"

Log on as a service

Act as part of the operating swstem

Debug programs
Feplace a process-level token

Accounk:

ik

< Back [ e Cance| Help

Figure 17) VSA user permissions.

After granting the necessary user rights to the VSA, VD database and transaction log locations
information is required. In this test setup, the virtual disk path (SAN) created by SnapDrive storage
management tool was provided, as shown below. Locations for writing the database and transaction
logs selected were based on a defined policy. These locations could be on the same or a separate
disk path.
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Enterprise ¥ault Configuration Wizard

Select locations For the Yaulk Direckory Database and the transaction
log:

Yaulk Directory Dakabase location:

| Gi\EVSQLDATA

Browse, .. |

Transaction log location:

| GiiEvsaLLOG

. Click Mext to create the Yaulk Directory Database

= Back Mext = Zancel Help

Figure 18) VD database and transaction log locations.

Before creating a new vault site, verify that a DNS alias for the new vault site is available. Create a

DNS alias on the DNS server. This operation requires administrator privilege. Use the Windows

administration tool to complete the operation. Giving a meaningful name for DNS alias would help. On

this test setup, we created a DNS alias “vaultserver” as the Windows Server was running the

Enterprise Vault application. Entering fully qualified name entry instead of DNS alias will display
informing the advantage of using DNS alias. During this process, it detects the Enterprise Vault
services installed on the Enterprise Vault Server. On this setup, this task displayed the following
output with a new vault site name of “dprvaultsite.”
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Enterprise ¥ault Configuration Yizard

The wizard will now create a new Yaulk Sike,

Enter a name and description For the new Yault Site.

[Name: waultsite

Descripkion: Yaulk Site Created for DPR

Erker a DMS alias For this Yaulk Sike, Yaou can enter a Fully-qualified
server name, but this is ok recommended. Click Help for more
information.

Vaulk Site alias: vaulkserver

= Back Mext = iZancel Help

Figure 19) Creating a new vault site.

After creating a new vault site, services installed, and the default, Enterprise Vault services for the
computer are recognized. Using the configuration utility, new services are added at this time or later.
It also lists the default Indexing service for the new archives and shopping services location
information. It is important to verify storage locations for the services added such as indexing and
shopping. While creating a new vault site, verify the settings for storage service on the computer.
Then configure the appropriate numbers for archive and restore process. On this setup, the archive
processes were set to five and the restore process was set to one. On this test setup, the SnapDrive
configured local disks was selected, as shown below.
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Enterprise Yault Configuration Wizard

Review the starage locations For the services you are adding.
Q Click, Back if wou want to change any of these settings.

—Storage locations

Indexing Service: F\EY Indexing

Shopping Service: I FAEY!,Shopping

< Back Cancel Help

Figure 20) Storage locations for the services.

Once the Enterprise Vault Server is configured, the installation wizard proceeds to start the Enterprise
Vault services and data creation. In this setup, the Enterprise Vault services status was checked to
verify the services enabled and started. Following figure displays the status of these tasks on setup.
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Enterprise ¥ault Configuration Wizard Eq

% The Following services will now be starked:

Marie | Status |
%Enterprise Yaulk Indexing Serwvice Funning
%Enterprise Yaulk Shopping Service Running
%Enterprise Yaulk Skorage Service Funning
%Enterprise Yaulk Task Contraller Service Funning

Bl services successfully skarked,

= Back Finish Close Help

Figure 21) Status of Enterprise Vault services.

Now verify the VD is visible on the administration console. The next phase is to create the Exchange
tasks for each Enterprise Vault, such as archiving tasks for Exchange mailbox tasks, and so on, as
shown below. Enterprise Vault recognizes that user account and lists the user name and Exchange
Server information as shown below.

Enterprise Yault E3

L & Windows 2000 or later user account and mailbox have been created For use by the
“‘ll‘) Enterprise Waulk kasks that archive From 'TBM=335-SWLA2"

User name: Enterprise Yault Syskem Mailbox For IEMEIE5-SMLEE
Located in Domain conkainer: Users
Mailbox created on Exchange 2000/2003 server: IBMX3E5-3YL62

K

Figure 22) Mailbox information,
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Mew Exchange Server E |

Erkter the name of the Exchange Server From which wou want ikems ko be
archived:

| TEM335-SYLEE

Enterprise ¥Yault Ed |

L Exchange Server archiving karget created,
1)

— Exchange Mailbox Task created
— Exchange Public Falder Task created
— Exchange Journaling Task created

aulk server:

Swel) vl

Ik

(0] Cancel Help

Figure 23) Exchange Server archiving target.

Configuring Enterprise Vault for archiving

A vault store is used to define the storage allocated to the partitions and archives. Each vault
store uses its own databases to hold the details of the archives within the vault store. A new
partition on the vault store allows the items to be archived. At any time, only one vault store
partition (VSP) is opened for archiving. Create a new VSP to set up archival configuration.

Configuring IBM N series for archival destination

In this test setup, an N series SAN configuration was used to install Exchange Server 2003, SQL
Server, and Enterprise Vault products. Local disks were configured using SnapDrive storage
management software.

Once the storage configuration task is completed, configure the Enterprise Vault archival
destination and migration location. On this test setup, the Enterprise Vault archival destination
and migration location was configured on N series storage systems. In this test setup, an N series
N5500 storage system was used for archival and an N3700 was used for migration services.
Using such configurations, specified items migrated from the primary storage to the secondary
storage based on the archival policy set within Enterprise Vault. At this time, verify that the N
series storage system(s) are configured and storage path available on the OS servers.
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On this test setup, the N series storage system status and volume details were checked before
configuring Enterprise Vault. Remember to enable the N series product licenses such as CIFS,
FC, and iSCSI protocols. Based on your company policy, configure the storage systems. An
example of the above is to configure CIFS setup and have necessary CIFS shares available if
required. In a SAN storage environment, configure the LUNs and related virtual disks. The
SnapDrive software tool provides easier storage management capabilities. Network share
configuration may offer some advantages in an Enterprise Vault environment. Configure
additional N series storage systems, if needed.

On this test setup, the steps listed below were followed:

1. Create the appropriate volume size using IBM System Storage N series with FlexVol™
and IBM System Storage N series with RAID-DP™ configuration

Create the gtree
Create CIFS shares
Configure the network security

Map the network shares on the Enterprise Vault computer

o o c w D

Verify that universal naming convention (UNC) paths are accessible from the computer;
the computer management tool was used, then “connect to another computer” was
selected, and the N series storage system name (or IP address) was entered.

Creating a new vault

As mentionedpreviously, verify that the necessary storage configurations are completed and N
series storage systems are available for creating a new vault store. Continuing the Enterprise
Vault configuration wizard, select the computer on which the storage service for the new vault
store is used. The following figure displays storage services configuration information.
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Mew Yault Store |

on which camputer is the Storage Service that wou wank the new
Yaulk Store ko use?

Computers with Storage Services:

=6 dprvaultsite
o i 335-svla1 iop.eng. netapp.com (IBME335-5YLE1)

< Back Mext = Cancel Help

Figure 24) New vVault store configuration — selecting the computer for vault store partition.

A new vault store requires a name, and it is recommended that a meaningful name is provided to
help in understanding the archival configuration. A vault store database requires the SQL Server
information, and in this setup, the SQL Server location (IBMX335-SVL61) was provided.

A vault store defines the storage allocated to the partitions. Enter the vault store name and
description for the new vault store. Provide the SQL Server information for using the vault store
database. A new vault store requires a SQL database location for database and transaction logs.
On this setup, the SnapDrive created local disk path was selected, as shown below.
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Mew Yault Store

Where would you like the new Yaulk Store database and
it= transaction log to be created?

Vault Store Database location on IBME335-5YLE1:

| GHEVSQLDATA

Initial free space required: 100 ME Browse, .,

Transaction log lacation on IBMX335-54L61

| G EYSOLLOG

N

Initial free space required: 50.0 MB Browse. .

< Back Mext = Zancel Help

Figure 25) New vault store database locations — SnapDrive created local disk.

Enterprise Vault has a feature to provide additional safety for the content. In this test setup, the
archived items were removed from the primary after the backup was completed. Another option
allows the contents of the archived items to never be deleted from the primary storage. Next, the
wizard will display the summary for creating a new vault store. On this test setup, this task
created a new vault store as shown below.
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MNew ¥ault Store

The new Yaulk Store and S0L server dakabase have been successfully
created,

[atabase name: Evwaulkdpr
SOL server: IEMx335-5VL61

The Mault Service account will be used to connect ko this SOL Serwver
and the storage database,

You must add a Yaulk Store Parkition to the new Yault Store before
wou can use it For archiving. Click Mext to make a new Yaulk Store

FParkition.

= Back Mexk = Zancel Help

Figure 26) New vault created with database name EVvaultdpr.

Creating a vault store partition using an N series storage system destination path

This paper assumes that the storage systems are configured and available at this time. Using the
network share, map the appropriate N series storage system’s volume(s). Use the Enterprise
Vault administration console to start the new VSP create wizard. Only one partition should be
opened at any given time. Provide the VSP name and description. The following figure shows the
new VSP name and description provided in this test setup.
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Mew Partition |

Entet a name and a description for the new Yault Store Partitian.

Marme:

I vaulkdpr Penl

Description:

I Partition af Yault Store waulkdpr

& Yaulk Skore can have only one partition open For archiving. IF vou
apen this new partition, amy existing open partition will be closed,

Create this new partition: % Open ™ Closed

< Back Mext = Zancel Help

Figure 27) New VSP.

Continue with the creating new partition wizard and select the appropriate option for your storage
system. If you select the NTFS system, N series will configure the volume as a network share or

as virtual local disk (network shared drive). For compliance purposes, select N series SnapLock

volume. This procedure was followed to create a new VSP:

1. Create the appropriate volumes on N series storage system (N5500)
2. Create necessary gtree(s) (optional)

3. Create CIFS shares for the volume or the gtree

4

. Map the above CIFS share on the Enterprise Vault Server or on the administration
console computer

5. Example for mapping the network share mapped was \\n5500-svI34\vs3, where vs3 is
name of CIFS share

6. Create a folder at the root of the mapped drive (fFor example, a folder called “store” on
the mapped drive).

The following three figures demonstrate the procedure described above to create a new VSP. It is
important to note that at least one directory must be present above the CIFS SharePoint level. To
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meet this requirement, create a folder at the root of the SharePoint. If you are planning to provide
the UNC path, verify that a folder exists at the SharePoint level. This requirement is similar to
network share environment. In this test setup, the NTFS volume was selected for the mapped
drive to specify the network path connectivity to the N series configured storage path. The
following figure shows the selection of network configuration.

|

Mew Partition

Enkerprise Wault can create a YWaulk Store Partition on warious storage
devices. Click Help For more information,

f* NTFS volume
" Metwork Share
™ EMC Centera™

™ SnapLock™ (WORM)

< Back Mexk = Cancel Help

Figure 28) VSP on N series system.

Select an NTFS volume for configuring the non-WORM data archival. For compliance data
archival, select the SnapLock (WORM) storage configuration to create a new VSP.
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Mew Partition

Select an MTF3 wolume on IBMX335-5vLE1

| N5500-svil4\vs3

S N3700-5vI07im
% 1 N3700-svi3a\iim

Lacation Far the new Yaulk Stare Partition:

Yolume Free Space
= g,35 &b
I=IE: 4,99 56
=IF: 11.5G6
=3 8,78 &b

80.0 56
43.0 56
79.9 56

. I 'l,ll, N3700-svI34\vs3\Enterorise Vault Stores\vaul

Change. ., |

< Back

Iexk =

Cancel |

Help

Figure 29) Storage location for the new VSP.

The VSP requires the specified folder to be empty; select the folder path that meets this

requirement, and then click OK.
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Choose Folder EE |

Chooze an ermphy folder on [BR=335-5LET
or enter the UMC path of an empty shared folder.

=52 %% N5500-svi34\vs3l Help
ztore

F-52 %W N3700-svIO7\iIm
H-52 % N5500-svI3aNiim\

Was3050c-svl34 s hatore QK I
= L Cancel |
E3==
- FA Mew Folder |
H-= G

I+

Digk free space; 80.0 GE
Figure 30) Selecting VSP storage location.
Following are the steps to complete the new vault store partition:

1. Enterprise Vault can reduce space by archiving and migrating old files from the archives;
select your options

2. Enterprise Vault can integrate with file collection software and choose if required

3. Enterprise Vault can integrate with file migrator software; choose the available software
or none

4. Select the daily file collection period; choosing off-peak time may be an option for most
customers

Select the age of files at which they will be collected
Choose if migrator service is needed and what choice(s)
Specify the file age to be collected and option to remove collections from primary location

Provide the secondary location using UNC path such as \\N3700-svI07\ilm\store2

© © N o v

After this, complete the VSP and verify that the new VSP is created.
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Figure 31) VSPs for vault store “vaultdpr” after creating a closed VSP.

Archival setup

This section describes the procedure to set up to archive items from mailboxes. After completing archival
setup tasks, Enterprise Vault will be ready for archiving the items. A prior section 4.3.3.3 described the
procedure to create a new vault store, whereas another section explained the steps to create a new VSP.
Vault store and VSP must exist before enabling the mailboxes for archiving. A vault store supports
multiple VSPs. At any given time, only one VSP is active, and the remaining partitions are closed. This
section discusses the procedure required to set up the Enterprise Vault archival.

Create organizational unit and archive task

Using the Enterprise Vault administration console, add an Exchange organizational unit, Exchange
Server, and task controller service. An organizational unit consists of a mailbox and PST migration
policies. Exchange organization allows selecting a default retention category for archiving such as
business. Also, note that Enterprise Vault Server allows configuring a single Exchange task per Exchange
Server. This means a single Enterprise Vault Server supports only one Exchange mailbox task. If your
environment runs multiple Enterprise Vault Servers, an equal number Exchange Servers are required to
set up the same number of Exchange mailbox tasks. Following is a screenshot of this setup while
creating a new organizational unit.
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Mew Organizational Unit

¥ou have now entered enough infarmation to add the Organizational
LImit,

Organizational Unit: DC=iop, DC=eng, DC=ibmn, DC=com -
Mailbiaz; Policy: Defaulk Exchange Mailbox Palicy

PST Migration Palicy: Default Exchange PST Migration Policy
Retention Cakeqory: Business

Yaulk Skare: waultdpr

Indexing Service; IBMx335-5%L61

Auta-enable mailboxes: Yes _I
-

. Click, Finish to add the Organizational Uik,

= Back Finish Cancel Help

Figure 32) Creating a new organizational unit.

Continue to add an archiving task using the administration console. A sample Exchange organizational

unit is “DC=pri,DC=dept,DC=company,DC=com” for the domain “pri.dept.company.com.” By default,

Enterprise Vault creates a few retention categories such as business. New retention categories can be

created using Enterprise Vault administration console. In this setup, a new retention category called

“datacompliance” was created to archive the data to a SnapLock compliance storage location. When a

mailbox is enabled for archiving, Enterprise Vault creates an archive in the vault store.

Use the Exchange task wizard to create new mailboxes. This task allows the Exchange Server to manage
e-mail communication. Selected mailboxes require new archives created to use a vault store. Configure

the archiving policy for this setup.

Here is the procedure to create an archiving task:

1.

2
3
4.
5

Expand the administration console to include the Enterprise Vault Servers container
Expand Enterprise Vault Servers

Expand the name of the computer to which an archiving task is to be added
Right-click Tasks and create a new archiving task

Complete the new archiving task wizard.
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Now use the administration console to verify the site archiving settings. After creating an archive task the

setup was as shown below.
X

Mew Organizational Unik

You have now entered enough information to add the Srganizational
Uik,

Crganizational Unit: DC=iop,DC=eng,DC= ibmn ,DC=com
Mailboy Policy: Default Exchange Mailbox Paolicy

P3T Migration Policy: Default Exchange PST Migration Policy
Retention Category: Business

Yaulk Skore; vaultdpr

Indexing Service: IBMX335-5VL61 |

futo-enable mailboxes: Yes _I
-

‘ Click Finish to add the Organizational Unit,

< Back Finish Zancel Help

Figure 33) Adding a new organizational unit.

Create a new public folder archive task using the administration console by specifying the vault store.
This requires the indexing service for the archive to be enabled. In this test setup, a new public folder

archive task was created, as shown below.
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Mew Public Folder Archi Ed

The new archive has been successfully creakted and is enabled For
use,

When a new archive is created, it is set so that expired items are
deleted automatically, To prevent automatic deletion of expired
items, change the setting on the Advanced properties for the
archive,

You can grant users access ko this archive by displaving properties of
the new archive and seleckting the Permissions tab,

< Back

Zancel |

Figure 34) Creating a new public folder archive task.

Create other archive tasks such as a journal task. The following figure lists the configured archive tasks
created on this test setup.

'F{ﬁ Yault - [Console Root' Enterprise ¥ault'Directory on IBMX335-S¥L61% dpryaultsite’Enterprise Yault Servers'ibmx335-svl6l.iop.eng.

"% File Action Wiew Favorites Tools  wWindow  Help | =
c¢» nEe 2B 2 o950 G% D%
: Ea IBMXSBS-SVLE;I Manme I Tvpe | Exchange Server | Status | Stard
{8 Public Fole | [@] Journal Task for [BM=3355vL62 Exchange Journaling IBMY335-SVLE2 Stopped Autd
: ﬂ Journal M. Journal Task for IBMX3355YLAZ 1 Exchange Journaling IBMX335-SYLEZ Running Autoy
< Organizational Un | FG]pyblic Folder Task For IBMX3355¥L62 Exchange Public Folder IBMY335-5L62 Stopped Autd|
" Daring [B]Public Folder Task for IBM=33554L,.. Exchange Public Folder IBME335-5YL62 Running At
File Server [@]mailbasc fwrchiving Task For IBM%33,., Exchange Maibo IBM335-5YLE2 RuMning futd]
T4 SharePoint
E-EF Policies
B Exchange
P & Mailboz

Figure 35) Archive tasks created.
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File system archiving

Enterprise Vault Server is designed to archive items from Exchange Server mailboxes and public folders.
In addition to these tasks, it supports archiving file system, mailbox journaling archival of Lotus Notes,
and SharePoint portal data. This section briefly discusses the procedure to configure an FSA component.
Enterprise Vault supports file archiving with two offerings. The basic version simply archives the data from
the file system into Enterprise Vault according to a set policy. The advanced version supports indexing
the content in addition to the ability to move the content into the Enterprise Vault system. An Enterprise
Vault site computer runs one or more Enterprise Vault services by sharing the same configuration.

It is important to understand all the configuration possibilities while deploying Enterprise Vault Server. For
additional information, refer to documentation available on the Symantec Web site. Some possible
Enterprise Vault configurations and installation strategies are listed below:

¢ One Enterprise Vault site for each Exchange Server site

One Enterprise Vault site for FSA.Other configuration possibilities include several Enterprise Vault sites
for one Exchange Server or vice versa. This configuration may have some consequences. An example is
the ability to configure Exchange mailbox task settings. There is a limit of one mailbox task setting per
Exchange Server. However, Exchange configuration is optional. Exchange Server configuration is
required in an Exchange e-mail environment.

This section discusses the procedure to configure the FSA component of Enterprise Vault on N series
storage system(s). This paper recommends analyzing the FSA requirement such as the server and
storage requirements. The file placeholder service component of Enterprise Vault supports FSA. Refer to
Figure 13 for installing the FSA component.

Verify that the necessary network connectivity is established between the OS server and N series storage
systems. For file system archiving, a network connectivity using CIFS protocol configuration is supported.
Configuring the SnapDrive-enabled local disk is also supported for FSA. This means that archiving to
network storage or local storage is a supported configuration. Enterprise Vault requires the storage
system to present its storage as an NTFS file system. Since the FSA works at the file level, a network
configuration is ideal for archiving file system data.

This section provides the steps to set up file system archiving:
1. Install file placeholder service
a. Select File Placeholder Service component from the install wizard
2. Configure the placeholder service

b. Verify Enterprise Vault has the FSA license enabled

Program files - Enterprise Vault > file system archiving configuration

Introduction --> vault service account details

Verify that the advanced user rights are granted

Setup file permissions to have full control access to the network shares and files that are
archived

~ o a0

3. Create a volume policy
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4. Create a folder policy
5. Create new volume on the file server and apply volume policy
6. Create archive points to control archived folders.

Using the above procedure, set up the FSA by selecting the placeholder configuration wizard. File
placeholder service configuration is shown in the following figure for this test setup.

Enterprise ¥ault Configuration Wizard

This wizard will configure File System frchiving,

You musk enker dekails of the Waulk Service account Ehat waur
Erkerprise Yault services will use ta log in.

. Click, Mext to continue, ..

< Back Mexk = Cancel Help

Figure 36) File placeholder service configuration wizard.

Configuration requires Windows user authentication information to grant the necessary user rights such
as:

e Logon as a service

e Actas part of OS

e Debug programs

e Replace a process-level token.

After granting the necessary user rights on the computer running the configuration, FSA setup gets
completed. On this system, the configuration wizard displayed the information shown below.
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Enterprise ¥Yault Configuration Wizard

File Sywstem drchiving is now configured on this computer,

= Back

iZancel |

Figure 37) File placeholder configuration completion.

Having successfully configured the FSA, FSA policy has to be created. Archiving policy requirement is
similar to creating a mailbox archiving policy. There are two possible types of archiving policies, one
being volume archiving policy and the other one, a folder level archiving policy. Using the Enterprise Vault
administration console, create a volume archiving policy by providing the policy name and the description.
On this test setup, the archiving policy name and description were entered as shown in the following
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Mew Policy

Enter a name For the new palicy:

I FSa& Yolume Palicy

Enter a description for the new palicy:

I File Swstem Archiving Policy Description]|

< Back Mexk = Zancel Help

Figure 38) Creating a new volume archiving policy.

Continue with the wizard to configure quota enable or disable management, start, and stopping of
archiving process settings. Using this configuration, the archiving process runs after a predefined percent
of data usage. Select a retention category for this volume policy to be applied. Choose whether to leave a
shortcut to the archived file. Archiving policy allows specifying the type of files archived onto the
Enterprise Vault Server. FSA applies to the permissions of the folder archived from the system. Change

the settings if necessary while creating the rules.
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Mew Policy

ol hawe now entered all the information required to create the new

Palicy:
Folder Palicy =
Mame: FS& Folder Policy
Descripkion: File System Archival Folder Palicy

You have chosen:
-- ko use the 'dakacompliance’ Rekention Cakegaory,
-- ko leave a placeholder ko the archived file and
ko delete the file when this placeholder is deleted.
-- nok ko archive files with explicit permissions,
-- ko create the palicy with the Following rules, in
the Following arder,
- Falderpalicy

‘ Click Finish ko create the new Policy.

< Back Finish Zancel

Help

Figure 39) Information required to create the new archiving policy.
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Mew Policy

The new policy has been successfully created:
Palicy name: FSa& Faolder Palicy
Paolicy description:  File Swskem Archiy. ..

%ou can change this palicy From the Properties page af folder policy
'F3A Folder Paolicy!

= Back Close Cancel

Figure 40) New policy for FSA.

Implementing Symantec Enterprise Vault with IBM System Storage N series

47




Mew Policy

¥ou hawe now entered all the information required ko create the new
Palicy:

Yalume Paolicy

Mame; F34 Yolume Policy
Descripkion: File Systermn Archiving Palicy Descripkion

|»

You have chosen:
-- ko enable quaota settings in this policy.
- skark archiving at 40% wolume usage,
-- ko use the 'Business' Retention Category,
-- ko leawve a placeholder ko the archived file and
ko delete the File when this placehaolder is deleted,
-- not ko archive Files with explicit permissions,
-- ko create the policy with the Following rules, in ll

. Click Finish ko create the new Policy,

< Back Finish Cancel Help

Figure 41) New archiving policy settings.

After creating the file archiving policy, it is important to add a file server using its fully qualified DNS name
(FQDN) for the file server. It is a good idea to browse the file server from the available servers. Select the

computer running the shopping service and continue with the configuration as shown in the following
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Mew File Server

Select a compuker with a Storage Service that will process this File
Server:

Computers with Storage Services:

=@ dprvaultsite
ey ibmz335-svl6 1 .iop.eng, ibmn com (IEME335-SYLE1)

< Back Mext = Cancel Help

Figure 42) Selecting the computer running storage service.

The file placeholder service component installed on the storage system presents itself as an NTFS file
server, and leave placeholder shortcuts. The placeholder service component does not run on the N series
storage system(s). Instead, it runs on the Windows Server and is configured using the administration
console. This service can run a different Windows Server than the Enterprise Vault Server. File archiving
filter driver is not required on the N series storage system. An archive point in each folder is created when
a new volume is created using the administration console. To create a volume, expand archiving targets,
to see the file server, and right-click the available file server.

To complete the file archiving setup, follow these instructions:
1. Open the Enterprise Vault administration console
2. Expand the file server
3. Select the file server as shown in the following figure and continue with creating the volume.

Note that there are two types of shares to browse while selecting a Windows share. Selecting the hidden
type share displays the drive letters available as archival points.

The following figure shows the command to create a new volume for FSA targets on this test setup.
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I:l Consale Rook Mame Yaulk Skore
EI@ Enterprise Yault & Administrator vaulkdpr
- .
=8 ‘d"' Directory on IBM=335-5YL61 ﬁ Crt31h3aaa IBMX335-5.., waultdpr
=@ dprvaultsite # Crt3lhabaa IBM335-5... vaultdpr
= Archiving Targsts & Crt31h3caa [BME335-5..,  vauldpr
+- 48y Exchange & Crt31h3daa [BMX335-5... wvaulkdpr
" E_'ljm;”':' # Crt3lh3eaa [BMX335-5... vauldpr
Y
SR TS BIVE & Cre3lh3faa [BMX335-5...  vaulkdpr
' EI 1ibmx335-svia 1

E-E2 ﬁCrtSthgaa IBM¥335-5,.. waulkdpr
"'Eﬁ sharePoint - haa IBM=335-5... vaultdpr
- ¥ Policies Skop .aa IEMX335-5Y, ., waulkdpr
=& archives Fause f:aa IBMX335-5,,,  waultdpr
L_S File Systen  REsUME aa IBM¥335-5v.., vaultdpr
#-[2 Journal Run Mow, . maa IBMK335-5... wauldpr
o 2 o T iine. |
H- vaulkdpr
Q shared Mew ‘Window From Here  |paa IBMX335-5... waulkdpr
g SharePoint s [BMX335-5.., vaultdpr
(-t Daming Joi raa IBM%335-5...  wvauledpr

.- Refresh
-1 Vault Stores =res saa IBMH335-5...  vaultdpr
(D) Personal Store o e taa IBMRI35-5...  vaulkdpr
11aa IBMx©335-9... waulkdpr

Figure 43) Creating a new volume for FSA targets.

Browsing the hidden type of share will display the directory path. Select a folder archiving target from the
displayed directory path. Apply the volume policy for the archiving target and select the required vault
store on the processing computer. On this test setup, the following figure displayed information required

to create the archiving volume.
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MNew Yolume |

You have now entered enough information ko add the archiving
volume 'CE'

File Server: ibrmx335-s4l62.i0p.eng. ibmn .COM
archiving palicy:  FS& Yalume Palicy

Storage computer: IBMX335-3YLA1.I0F,EMNG, IBMN.COM
Yaul: Store; vaulkdpr

archiving is enabled on this walume,

‘ Click. Finish ko add the wolume,

< Back Finish Cancel Help

Figure 44) Creating new archiving volume for file server.

Create the necessary archiving targets for all the folders that require FSA. The following figure shows the
available file server archiving targets on this test setup. Note that C$ share on the file server shown
corresponds to a particular directory path as configured in the file server archiving targets. This means C$
need not refer to the root directory of local drive C:\, and it may correspond to other folders in the file

server.

EI% Enterprise Yault ;I Yolurme | Palicy Mame | Yaulk Skor

=B, Directory on IBMX335-5¥L61 s FS Yolume Policy vaultdpr
Elﬂ dprvaulksite
El@ &rchiving Targets

Exchange

---E:; SharePaoint
=% Policies =

Figure 45) Available archiving targets on file servers (FSA).
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Summary

Enterprise Vault supports archiving messages from Exchange Server. It can archive Lotus Domino
Servers for Journaling feature in addition to the ability to archive file system and SharePoint Portal data.
Using N series storage systems, data can be archived onto a network share or as configured local disks.
Using N series with SnapLock, data archived by Enterprise Vault achieves the compliance goal. This
paper discussed the procedure to deploy Enterprise Vault Server with N series storage systems. This
paper covered the topics to configure the SAN as well as NTFS file systems. Storage configured as virtual
local disks was used to install and configure Exchange Server, SQL Server, and Enterprise Vault Server.
Enterprise Vault used N series storage systems configured as network shares for archiving the data from
the primary to secondary.

At the time of this report writing, Enterprise Vault Server has several drawbacks in terms of data
availability and dependability. To access the data of archived files or to access the files, SQL Server must
always be up and running. In case of database corruption, data recovered from the backup copy loses all
the recently archived items. Data replication could take a significant amount of time and resources.
Creation of an HTML file archive reduces the space savings from archiving and compression. Restoring a
corrupted database could be disastrous in an enterprise environment.

Enterprise Vault with IBM N series storage solutions effectively addresses the shortcomings. Symantec
Enterprise Vault and the N series product integration design offers highly available and exceptional
performance at very low total cost of ownership. The ability to provision storage with primary and archive
workload characteristics on a single system provides simplified management and leverages/minimizes IT
skill sets, as users are required to only manage the product and maintain a single system that is providing
multiple service levels. In addition to the skyrocketing growth in e-mail volume, a number of compliance
regulations recently enacted globally mandate the archival of e-mail and other corporate data. This
requirement and the required ability to produce the data in a timely manner have driven enterprises to
pursue a more structured and regulated archiving process.

IBM N series and Symantec are committed to providing Enterprise Vault users with superior solutions
designed to meet business objectives. N series storage system solutions ensure protection of Enterprise
Vault data available 24x7.

IBM N series offers complete solutions for Enterprise Vault Server environments. SnapManager for
Exchange is ideal to manage Exchange Server data such as backup and recovery. SnapManager for
SQL allows creation of consistent and quick backup copies. The same also allows restoring the database
backup from snapshots created with SnapManager for SQL Server. SnapDrive for Windows provides an
efficient and easy way of data storage management on Windows Server.

In conclusion, the recommendations made in this paper are intended to be an overview of best practices
for most environments. This paper serves as a starting guide when designing and deploying Enterprise
Vault in an N series environment. To ensure a supported and stable environment, become familiar with
Enterprise Vault and N series storage systems. During the design phase, involve Exchange and SQL
Server specialists along with Enterprise Vault experts. This paper strongly recommends seeking
professional help from respective vendors.
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Caveat

All possible combinations of hardware, storage architecture, and software solutions have not been tested.
If you use a different Windows Server OS or a different version of Enterprise Vault, then significant
differences in your configurations could exist. These differences may alter the procedures necessary to
achieve the objectives outlined in this document.

Appendix

This section provides additional information that helps provide successful installation and configuration of
an Enterprise Vault system on Windows Server.

OS required patches

The section lists the hot fixes that must be installed before configuring the N series storage system using
FC protocol and SnapDrive software. The Microsoft support team provides these patches directly to its
customers.

If you install and configure local drives using SnapDrive in a FC protocol environment, the following
Windows hot fixes are required on Windows 2003 SP1 Server:

Q916531-hbaapi
Q916048-storport
Q913648-vss
Q912593-classpnp
Q910048-ntoskrnl.
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Trademarks and special notices

© International Business Machines 1994-2008. IBM, the IBM logo, Lotus, Notes, System Storage, and
other referenced IBM products and services are trademarks or registered trademarks of International
Business Machines Corporation in the United States, other countries, or both. All rights reserved.

Data ONTAP, Data Fabric, Network Appliance, the Network Appliance logo, SnapDrive and SnapLock
are trademarks or registered trademarks of Network Appliance, Inc., in the U.S. and other countries.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation in the
United States, other countries, or both.

Other company, product, or service names may be trademarks or service marks of others.

References in this document to IBM products or services do not imply that IBM intends to make them
available in every country.

Information is provided "AS IS" without warranty of any kind.

Information concerning non-IBM products was obtained from a supplier of these products, published
announcement material, or other publicly available sources and does not constitute an endorsement of
such products by IBM. Sources for non-IBM list prices and performance numbers are taken from publicly
available information, including vendor announcements and vendor worldwide homepages. IBM has not
tested these products and cannot confirm the accuracy of performance, capability, or any other claims
related to non-IBM products. Questions on the capability of non-IBM products should be addressed to the
supplier of those products.

Any references in this information to non-IBM Web sites are provided for convenience only and do not in
any manner serve as an endorsement of those Web sites. The materials at those Web sites are not part
of the materials for this IBM product and use of those Web sites is at your own risk.
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