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About this information

This edition applies to IBM Spectrum Scale version 5.1.0 for AIX®, Linux®, and Windows.

IBM Spectrum Scale is a file management infrastructure, based on IBM General Parallel File System
(GPFS) technology, which provides unmatched performance and reliability with scalable access to critical
file data.

To find out which version of IBM Spectrum Scale is running on a particular AIX node, enter:
1slpp -1 gpfs\*
To find out which version of IBM Spectrum Scale is running on a particular Linux node, enter:
rpm -qa | grep gpfs (for SLES and Red Hat Enterprise Linux)
dpkg -1 | grep gpfs (for Ubuntu Linux)
To find out which version of IBM Spectrum Scale is running on a particular Windows node, open Programs

and Features in the control panel. The IBM Spectrum Scale installed program name includes the version
number.

Which IBM Spectrum Scale information unit provides the information you need?

The IBM Spectrum Scale library consists of the information units listed in Table 1 on page xx.

To use these information units effectively, you must be familiar with IBM Spectrum Scale and the AIX,
Linux, or Windows operating system, or all of them, depending on which operating systems are in use at
your installation. Where necessary, these information units provide some background information relating
to AIX, Linux, or Windows. However, more commonly they refer to the appropriate operating system
documentation.

Note: Throughout this documentation, the term "Linux" refers to all supported distributions of Linux,
unless otherwise specified.
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Table 1. IBM Spectrum Scale library information units

Information unit

Type of information

Intended users

IBM Spectrum Scale:
Concepts, Planning, and
Installation Guide

This guide provides the following
information:

Product overview

« Overview of IBM Spectrum Scale
« GPFS architecture

» Protocols support overview:
Integration of protocol access
methods with GPFS

« Active File Management

« AFM-based Asynchronous
Disaster Recovery (AFM DR)

« Introduction to AFM to cloud
object storage

« Data protection and disaster
recovery in IBM Spectrum Scale

« Introduction to IBM Spectrum
Scale GUI

« IBM Spectrum Scale management
API

« Introduction to Cloud services
« Introduction to file audit logging

« Introduction to clustered watch
folder

« Understanding call home

« IBM Spectrum Scale in an
OpenStack cloud deployment

« IBM Spectrum Scale product
editions

« IBM Spectrum Scale license
designation

« Capacity based licensing
Planning

- Planning for GPFS

« Planning for protocols

« Planning for Cloud services
« Planning for AFM
 Planning for AFM DR

« Planning for AFM to cloud object
storage

« Firewall recommendations

« Considerations for GPFS
applications

« Security-Enhanced Linux support

« Space requirements for call home
data upload

System administrators, analysts,
installers, planners, and
programmers of IBM Spectrum
Scale clusters who are very
experienced with the operating
systems on which each IBM
Spectrum Scale cluster is based
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Table 1. IBM Spectrum Scale library information units (continued)

Information unit

Type of information

Intended users

IBM Spectrum Scale:
Concepts, Planning, and
Installation Guide

Installing

- Steps for establishing and starting
your IBM Spectrum Scale cluster

« Installing IBM Spectrum Scale on
Linux nodes and deploying
protocols

- Installing IBM Spectrum Scale on
AIX nodes

« Installing IBM Spectrum Scale on
Windows nodes

- Installing Cloud services on IBM
Spectrum Scale nodes

« Installing and configuring IBM
Spectrum Scale management API

« Installation of Active File
Management (AFM)

e Installing and upgrading AFM-
based Disaster Recovery

- Installing call home
- Installing file audit logging
- Installing clustered watch folder

« Steps to permanently uninstall
GPFS

Upgrading
« IBM Spectrum Scale supported
upgrade paths

« Online upgrade support for
protocols and performance
monitoring

« Upgrading IBM Spectrum Scale
nodes

System administrators, analysts,
installers, planners, and
programmers of IBM Spectrum
Scale clusters who are very
experienced with the operating
systems on which each IBM
Spectrum Scale cluster is based
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Table 1. IBM Spectrum Scale library information units (continued)

Information unit

Type of information

Intended users

IBM Spectrum Scale:
Concepts, Planning, and
Installation Guide

« Upgrading IBM Spectrum® Scale
non-protocol Linux nodes

« Upgrading IBM Spectrum Scale
protocol nodes

« Upgrading AFM and AFM DR
« Upgrading object packages
« Upgrading SMB packages

« Upgrading NFS packages

« Upgrading call home

e Manually upgrading the
performance monitoring tool

- Manually upgrading pmswift

« Manually upgrading the IBM
Spectrum Scale management GUI

« Upgrading Cloud services

« Upgrading to IBM Cloud Object
Storage software level 3.7.2 and
above

« Upgrade paths and commands for
file audit logging and clustered
watch folder

« Upgrading with clustered watch
folder enabled

« Upgrading IBM Spectrum Scale
components with the installation
toolkit

« Changing IBM Spectrum Scale
product edition

« Completing the upgrade to a new
level of IBM Spectrum Scale

 Reverting to the previous level of
IBM Spectrum Scale

System administrators, analysts,
installers, planners, and
programmers of IBM Spectrum
Scale clusters who are very
experienced with the operating
systems on which each IBM
Spectrum Scale cluster is based
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Table 1. IBM Spectrum Scale library information units (continued)

Information unit

Type of information

Intended users

IBM Spectrum Scale:
Concepts, Planning, and
Installation Guide

« Coexistence considerations
« Compatibility considerations

- Considerations for IBM Spectrum
Protect for Space Management

« Applying maintenance to your
GPFS system

 Guidance for upgrading the
operating system on IBM
Spectrum Scale nodes

- Considerations for upgrading from
an operating system not
supported in IBM Spectrum Scale
5.1.0.x

« Servicing IBM Spectrum Scale
protocol nodes

- Offline upgrade with complete
cluster shutdown
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Table 1. IBM Spectrum Scale library information units (continued)

Information unit

Type of information

Intended users

IBM Spectrum Scale:
Administration Guide

xxiv Albout this information

This guide provides the following
information:

Configuring
« Configuring the GPFS cluster

 Configuring the CES and protocol
configuration

 Configuring and tuning your
system for GPFS

« Parameters for performance
tuning and optimization

« Ensuring high availability of the
GUI service

 Configuring and tuning your
system for Cloud services

« Configuring IBM Power Systems
for IBM Spectrum Scale

« Configuring file audit logging

 Configuring clustered watch
folder

« Configuring Active File
Management

« Configuring AFM-based DR

 Configuring AFM to cloud object
storage

« Tuning for Kernel NFS backend on
AFM and AFM DR

« Configuring call home

 Integrating IBM Spectrum Scale
Cinder driver with Red Hat
OpenStack Platform 16.1

Administering

 Performing GPFS administration
tasks

« Verifying network operation with
the mmnetverify command

« Managing file systems

- File system format changes
between versions of IBM
Spectrum Scale

« Managing disks
- Managing protocol services

« Managing protocol user
authentication

« Managing protocol data exports
- Managing object storage

- Managing GPFS quotas

« Managing GUI users

System administrators or
programmers of IBM Spectrum
Scale systems




Table 1. IBM Spectrum Scale library information units (continued)

Information unit

Type of information

Intended users

IBM Spectrum Scale:
Administration Guide

« Managing GPFS access control
lists

« Native NFS and GPFS

« Accessing a remote GPFS file
system

« Information lifecycle
management for IBM Spectrum
Scale

 Creating and maintaining
snapshots of file systems

 Creating and managing file clones

« Scale Out Backup and Restore
(SOBAR)

 Data Mirroring and Replication

« Implementing a clustered NFS
environment on Linux

« Implementing Cluster Export
Services

- Identity management on
Windows / RFC 2307 Attributes

« Protocols cluster disaster
recovery

« File Placement Optimizer
« Encryption

- Managing certificates to secure
communications between GUI
web server and web browsers

 Securing protocol data

 Cloud services: Transparent cloud
tiering and Cloud data sharing

- Managing file audit logging
- RDMA tuning

 Configuring Mellanox Memory
Translation Table (MTT) for GPFS
RDMA VERBS Operation

- Administering AFM
« Administering AFM DR

« Administering AFM to cloud
object storage

« Highly-available write cache
(HAWC)

« Local read-only cache

« Miscellaneous advanced
administration

« GUI limitations

System administrators or
programmers of IBM Spectrum
Scale systems
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Table 1. IBM Spectrum Scale library information units (continued)

Information unit

Type of information

Intended users

IBM Spectrum Scale:
Problem Determination
Guide

This guide provides the following
information:

Monitoring

« Performance monitoring

« Monitoring system health through
the IBM Spectrum Scale GUI

« Monitoring system health by using
the mmhealth command

« Monitoring events through
callbacks

« Monitoring capacity through GUI
« Monitoring AFM and AFM DR

« Monitoring AFM to cloud object
storage

» GPFS SNMP support

« Monitoring the IBM Spectrum
Scale system by using call home

« Monitoring remote cluster through
GUI

« Monitoring file audit logging
« Monitoring clustered watch
Troubleshooting

« Best practices for troubleshooting

« Understanding the system
limitations

« Collecting details of the issues
« Managing deadlocks

« Installation and configuration
issues

« Upgrade issues

« Network issues

« File systemissues

« Disk issues

« Security issues

« Protocol issues

« Disaster recovery issues
« Performance issues

System administrators of GPFS
systems who are experienced with
the subsystems used to manage
disks and who are familiar with the
concepts presented in the IBM
Spectrum Scale: Concepts, Planning,
and Installation Guide
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Table 1. IBM Spectrum Scale library information units (continued)

Information unit

Type of information

Intended users

IBM Spectrum Scale: .
Problem Determination
Guide

GUI and monitoring issues
AFM issues
AFM DR issues

AFM to cloud object storage
issues

Transparent cloud tiering issues
File audit logging issues
Troubleshooting mmwatch
Maintenance procedures
Recovery procedures

Support for troubleshooting
References
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Table 1. IBM Spectrum Scale library information units (continued)

Information unit Type of information Intended users
IBM Spectrum Scale: This guide provides the following « System administrators of IBM
Command and Programming | information: Spectrum Scale systems
Reference .

Command reference = Application programmers who are

experienced with IBM Spectrum
Scale systems and familiar with
+ mmaddcallback command the terminology and concepts in
« mmadddisk command the XDSM standard

« mmaddnode command

« gpfs.snap command

« mmadquery command

« mmafmconfig command

« mmafmcosaccess command
« mmafmcosconfig command
« mmafmcosctl command

« mmafmcoskeys command
« mmafmctl command

« mmafmlocal command

« mmapplypolicy command
« mmaudit command

« mmauth command

« mmbackup command

« mmbackupconfig command
« mmbuildgpl command

« mmcachectl command

« mmcallhome command

« mmces command

« mmcesdr command

« mmchattr command

« mmchcluster command

« mmchconfig command

« mmchdisk command

« mmcheckquota command
« mmchfileset command

« mmchfs command

« mmchlicense command

« mmchmgr command

« mmchnode command

« mmchnodeclass command
« mmchnsd command

« mmchpolicy command

« mmchpool command

« mmchqgos command

« mmclidecode command
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Table 1. IBM Spectrum Scale library information units (continued)

Information unit Type of information Intended users
IBM Spectrum Scale: | . mmclone command - System administrators of IBM
Command and Programming Spectrum Scale systems

Reference - mmcloudgateway command
 Application programmers who are
experienced with IBM Spectrum
Scale systems and familiar with
« mmcrfs command the terminology and concepts in

the XDSM standard

« mmcrcluster command
« mmcrfileset command

- mmcrnodeclass command
« mmcrnsd command

« mmcrsnapshot command
« mmdefedquota command
- mmdefquotaoff command
« mmdefquotaon command
« mmdefragfs command

- mmdelacl command

- mmdelcallback command
- mmdeldisk command

- mmdelfileset command

- mmdelfs command

- mmdelnode command

- mmdelnodeclass command
- mmdelnsd command

- mmdelsnapshot command
« mmdf command

« mmdiag command

- mmdsh command

- mmeditacl command

« mmedquota command

- mmexportfs command

- mmfsck command

- mmfsctl command

- mmgetacl command

- mmgetstate command

« mmhadoopctl command
- mmhdfs command

« mmhealth command

- mmimgbackup command
- mmimgrestore command
« mmimportfs command

« mmkeyserv command
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Table 1. IBM Spectrum Scale library information units (continued)

Information unit

Type of information

Intended users

IBM Spectrum Scale:
Command and Programming
Reference

mmlinkfileset command
mmlsattr command
mmlscallback command
mmlscluster command
mmlsconfig command
mmlsdisk command
mmlsfileset command
mmlsfs command
mmlslicense command
mmlsmgr command
mmlsmount command
mmlsnodeclass command
mmlsnsd command
mmlspolicy command
mmlspool command
mmlsqos command
mmlsquota command
mmlssnapshot command
mmmigratefs command
mmmount command
mmnetverify command
mmnfs command
mmnsddiscover command
mmobj command
mmperfmon command
mmpmon command
mmprotocoltrace command
mmpsnap command
mmputacl command
mmgos command
mmquotaoff command
mmauotaon command
mmreclaimspace command
mmremotecluster command
mmremotefs command
mmrepquota command
mmrestoreconfig command
mmrestorefs command
mmrestripefile command

« System administrators of IBM
Spectrum Scale systems

« Application programmers who are
experienced with IBM Spectrum
Scale systems and familiar with
the terminology and concepts in
the XDSM standard
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Table 1. IBM Spectrum Scale library information units (continued)

Information unit Type of information Intended users
IBM Spectrum Scale: |+ mmrestripefs command « System administrators of IBM
Command and Programming Spectrum Scale systems

Reference « mmrpldisk command
 Application programmers who are
experienced with IBM Spectrum
Scale systems and familiar with
« mmshutdown command the terminology and concepts in

the XDSM standard

« mmsdrrestore command
« mmsetquota command

« mmsmb command

« mmsnapdir command

« mmstartup command

« mmtracectl command

« mmumount command

« mmunlinkfileset command
« mmuserauth command

« mmwatch command

« mmwinservctl command
 spectrumscale command

Programming reference

- IBM Spectrum Scale Data
Management API for GPFS
information

e GPFS programming interfaces
« GPFS user exits

- IBM Spectrum Scale management
API endpoints

« Considerations for GPFS
applications
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Table 1. IBM Spectrum Scale library information units (continued)

Information unit

Type of information

Intended users

IBM Spectrum Scale: Big
Data and Analytics Guide

This guide provides the following
information:

Summary of changes

Hadoop Scale Storage Architecture

Elastic Storage Server (ESS)
Erasure Code Edition

Share Storage (SAN-based
storage)

File Placement Optimizer (FPO)
Deployment model

Additional supported features
about storage

IBM Spectrum Scale support for
Hadoop

HDFS transparency

Supported IBM Spectrum Scale
storage modes

Hadoop cluster planning
CES HDFS

Installation and configuration of
HDFS transparency

Application interaction with HDFS
transparency

Upgrading the HDFS Transparency
cluster

Rolling upgrade for HDFS
Transparency

Security

Configuration

Advanced features

Hadoop distribution support

Limitations and differences from
native HDFS

Problem determination

IBM Spectrum Scale Hadoop
performance tuning guide

Overview
Performance overview

Hadoop Performance Planning
over IBM Spectrum Scale

Performance guide

« System administrators of IBM
Spectrum Scale systems

 Application programmers who are
experienced with IBM Spectrum
Scale systems and familiar with
the terminology and concepts in
the XDSM standard
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Table 1. IBM Spectrum Scale library information units (continued)

Information unit

Type of information

Intended users

IBM Spectrum Scale: Big
Data and Analytics Guide

Cloudera Data Platform (CDP)
Private Cloud Base

« Overview
« Planning
Installation

Configuration
Administration

Limitations

Problem determination

« System administrators of IBM
Spectrum Scale systems

 Application programmers who are
experienced with IBM Spectrum
Scale systems and familiar with
the terminology and concepts in
the XDSM standard

IBM Spectrum Scale: Big
Data and Analytics Guide

Hortonworks Data Platform 3.X

 Planning
Installation

Upgrading and uninstallation

Configuration

Administration

« Limitations

« Problem determination
Open Source Apache Hadoop

« Open Source Apache Hadoop
without CES HDFS

« Open Source Apache Hadoop with

CES HDFS

BigInsights® 4.2.5 and Hortonworks

Data Platform 2.6

- Planning
Installation

« Upgrading software stack
« Configuration
Administration

Troubleshooting
Limitations
- FAQ

» System administrators of IBM
Spectrum Scale systems

= Application programmers who are
experienced with IBM Spectrum
Scale systems and familiar with
the terminology and concepts in
the XDSM standard

About this information xxxiii



Table 1. IBM Spectrum Scale library information units (continued)

Information unit

Type of information

Intended users

IBM Spectrum Scale Erasure
Code Edition Guide

IBM Spectrum Scale Erasure Code
Edition

« Summary of changes

« Introduction to IBM Spectrum
Scale Erasure Code Edition

« Planning for IBM Spectrum Scale
Erasure Code Edition

- Installing IBM Spectrum Scale
Erasure Code Edition

« Uninstalling IBM Spectrum Scale
Erasure Code Edition

« Incorporating IBM Spectrum
Scale Erasure Code Edition in an
Elastic Storage Server (ESS)
cluster

 Creating an IBM Spectrum Scale
Erasure Code Edition storage
environment

 Using IBM Spectrum Scale
Erasure Code Edition for data
mirroring and replication

« Upgrading IBM Spectrum Scale
Erasure Code Edition

« Administering IBM Spectrum
Scale Erasure Code Edition

« Troubleshooting

- IBM Spectrum Scale RAID
Administration

« System administrators of IBM
Spectrum Scale systems

 Application programmers who are
experienced with IBM Spectrum
Scale systems and familiar with
the terminology and concepts in
the XDSM standard
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Table 1. IBM Spectrum Scale library information units (continued)

Information unit

Type of information

Intended users

IBM Spectrum Scale
Container Storage Interface
Driver Guide

This guide provides the following
information:

« Summary of changes
« Introduction
 Planning

- Installation

« Upgrading

 Migrating from IBM Storage
Enabler for Containers to IBM
Spectrum Scale Container Storage
Interface Driver

« Configurations

« Using IBM Spectrum Scale
Container Storage Interface Driver

e Managing IBM Spectrum Scale
when used with IBM Spectrum
Scale Container Storage Interface
driver

 Limitations
« Troubleshooting

« System administrators of IBM
Spectrum Scale systems

« Application programmers who are
experienced with IBM Spectrum
Scale systems and familiar with
the terminology and concepts in
the XDSM standard

Prerequisite and related information

For updates to this information, see IBM Spectrum Scale in IBM Knowledge Center (www.ibm.com/
support/knowledgecenter/STXKQY/ibmspectrumscale_welcome.html).

For the latest support information, see the IBM Spectrum Scale FAQ in IBM Knowledge Center
(www.ibm.com/support/knowledgecenter/STXKQY/gpfsclustersfag.html).

Conventions used in this information

Table 2 on page xxxv describes the typographic conventions used in this information. UNIX file name
conventions are used throughout this information.

Note: Users of IBM Spectrum Scale for Windows must be aware that on Windows, UNIX-style file

names need to be converted appropriately. For example, the GPFS cluster configuration data is stored in
the /var/mmfs/gen/mmsdrifs file. On Windows, the UNIX namespace starts under the %SystemDrive
%\ cygwiné4 directory, so the GPFS cluster configuration data is stored in the C: \cygwin64\var\mmfs
\gen\mmsdxfs file.

Table 2. Conventions

Convention Usage

bold Bold words or characters represent system elements that you must use literally,
such as commands, flags, values, and selected menu options.
Depending on the context, bold typeface sometimes represents path names,
directories, or file names.

bold bold underlined keywords are defaults. These take effect if you do not specify a

underlined different keyword.
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Table 2. Conventions (continued)

Convention Usage

constant width Examples and information that the system displays appear in constant-width
typeface.

Depending on the context, constant-width typeface sometimes represents path
names, directories, or file names.

italic Italic words or characters represent variable values that you must supply.

Italics are also used for information unit titles, for the first use of a glossary term,
and for general emphasis in text.

<key> Angle brackets (less-than and greater-than) enclose the name of a key on the
keyboard. For example, <Entex> refers to the key on your terminal or workstation
that is labeled with the word Enter.

\ In command examples, a backslash indicates that the command or coding example
continues on the next line. For example:

mkcondition -r IBM.FileSystem -e "PercentTotUsed > 90" \
-E "PercentTotUsed < 85" -m p "FileSystem space used"

{item} Braces enclose a list from which you must choose an item in format and syntax
descriptions.

[item] Brackets enclose optional items in format and syntax descriptions.

<Ctxl-x> The notation <Ctrl-x> indicates a control character sequence. For example,

<Ctrl-c> means that you hold down the control key while pressing <c>.

item... Ellipses indicate that you can repeat the preceding item one or more times.

| In synopsis statements, vertical lines separate a list of choices. In other words, a
vertical line means Or.

In the left margin of the document, vertical lines indicate technical changes to the
information.

Note: CLI options that accept a list of option values delimit with a comma and no space between values.
As an example, to display the state on three nodes use mmgetstate -N NodeA,NodeB,NodeC.
Exceptions to this syntax are listed specifically within the command.

How to send your comments

Your feedback is important in helping us to produce accurate, high-quality information. If you have any
comments about this information or any other IBM Spectrum Scale documentation, send your comments
to the following e-mail address:

mhvrcfs@us.ibm.com

Include the publication title and order number, and, if applicable, the specific location of the information
about which you have comments (for example, a page number or a table number).

To contact the IBM Spectrum Scale development organization, send your comments to the following e-
mail address:

scale@us.ibm.com
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Summary of changes

This topic summarizes changes to the IBM Spectrum Scale licensed program and the IBM Spectrum Scale
library. Within each information unit in the library, a vertical line (]) to the left of text and illustrations
indicates technical changes or additions that are made to the previous edition of the information.

Summary of changes
for IBM Spectrum Scale version 5.1.0
as updated, December 2020

This release of the IBM Spectrum Scale licensed program and the IBM Spectrum Scale library includes
the following improvements. All improvements are available after an upgrade, unless otherwise specified.

« Feature updates

Documented commands, structures, and subroutine
- Messages

» Deprecated items

- Changes in documentation

Important: IBM Spectrum Scale 5.1.x supports Python 3.6 or later. It is strongly recommended that
Python 3.6 is installed through the OS package manager (For example, yum install python3). If you
install Python 3.6 by other means, unexpected results might occur, such as failure to install gpfs.base
for prerequisite checks, and workarounds might be required.

AFM and AFM DR-related changes

« Support for file system-level migration by using AFM. For more information, see Data migration by
using Active File Management in the IBM Spectrum Scale: Concepts, Planning, and Installation Guide.

« Performance improvement for file system-level migration by setting the afmGateway parameter
value to all. That is, afmGateway=all. For more information, see Data migration by using Active File
Management in the IBM Spectrum Scale: Concepts, Planning, and Installation Guide and mmchfileset
command in the IBM Spectrum Scale: Command and Programming Reference.

- AFM-DR pre-deployment reference checklist. For more information, see General guidelines and
recommendation for AFM-DR in the IBM Spectrum Scale: Concepts, Planning, and Installation Guide.

« AFM support when the kernel is booted in the FIPS mode.

AFM to Cloud Object Storage
AFM to Cloud Object Storage support for AFM mode filesets. For more information, see Introduction to
AFM to cloud object storage in the IBM Spectrum Scale: Concepts, Planning, and Installation Guide.

Big data and analytics changes
For information on changes in IBM Spectrum Scale Big Data and Analytics support, see Big Data and
Analytics - summary of changes.

IBM Spectrum Scale Container Native Storage Access 5.1.0.1
For an overview of IBM Spectrum Scale Container Native Storage Access 5.1.0.1, see IBM Spectrum
Scale Container Native Storage Access introduction.

IBM Spectrum Scale Container Storage Interface driver changes
For information on changes in the IBM Spectrum Scale Container Storage Interface driver, see
Summary of changes.

IBM Spectrum Scale Erasure Code Edition changes
For information on changes in the IBM Spectrum Scale Erasure Code Edition, see Summary of

changes.
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File audit logging changes

ACCESS_DENIED event
The ACCESS_DENIED event is new in IBM Spectrum Scale 5.1.0. An ACCESS_DENIED event entry
is appended to the file audit log when a user attempts to access a file for an operation that the
given user does not have the necessary permissions for (POSIX only). This new event has the
same fields as other events in file audit logging with the addition of the access_mode field. The
access mode field alerts if the ACCESS_DENIED event is generated for a read, write, execute,
control, delete, or insert request. The ACCESS_DENIED event is generated whenever a file access
operation is denied through the file system daemon. For more information, see JSON reporting
issues in file audit logging in the IBM Spectrum Scale: Problem Determination Guide.

Removal of the Kafka message queue
File audit logging no longer requires a message queue in IBM Spectrum Scale 5.1.0. Therefore,
Kafka rpms, broker or zookeeper nodes, and extra local node space are no longer necessary. If you
upgrade to IBM Spectrum Scale 5.1.0 with existing audited file systems, they will continue to
function until you take the necessary steps to update mmaudit without the message queue. For
more information, see Upgrade paths and commands for file audit logging and clustered watch
folder in the IBM Spectrum Scale: Concepts, Planning, and Installation Guide.

File system core improvements
Administration and reliability

ILMT integration
The mmlslicense command now supports integration with the ILMT tool. It will generate
ILMT formatted product details and will provide product capacity depending on the product
installed. For more information, see mmislicense command in the IBM Spectrum Scale:
Command and Programming Reference.

The mmchnode command supports changing the daemon IP address of a quorum node in a
CCR-enabled cluster.
The mmchnode command supports changing the daemon IP for a quorum node in a CCR-
enabled cluster. For more information, see Changing IP addresses or host names of cluster
nodes in the IBM Spectrum Scale: Administration Guide and mmchnode command in the IBM
Spectrum Scale: Command and Programming Reference.

Cancellation timeout for long-waiting RDMA requests
The verbsHungRdmaTimeout attribute allows you to define a maximum waiting time in
seconds before canceling a RDMA read, write, and send request. This attribute acts as a back
up to cancel long-waiting RDMA request threads when the RDMA hardware timeout fails. For
more information, see the topic mmchconfig command in the IBM Spectrum Scale: Command
and Programming Reference.

Protection against accidental loss of node quorum
IBM Spectrum Scale displays a warning message and asks for confirmation if shutting down a
quorum node would cause the cluster to lose node quorum. When the node quorum is lost, all
the nodes lose cluster membership and access to the file systems until the node quorum is
restored. For more information, see the mmshutdown command in the IBM Spectrum Scale:
Command and Programming Reference.

Encryption

Support for CA-signed client certificates; updating client certificates in one step
The mmkeysexrv client create command can create a key client with a user-provided CA-
signed certificate or a system-generated self-signed certificate. The new mmkeysexv client
update command updates an expired or unexpired CA-signed or self-signed client certificate
in one step. It is no longer necessary to delete the old client and create a new one.
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The encryptionKeyCacheExpiration attribute specifies the refresh interval of the file
system encryption key cache
With the encxryptionKeyCacheExpiration attribute of the mmchconfig command, you
can specify the refresh interval of the file system encryption key cache in seconds. Changing
the value of the encxryptionKeyCacheExpiration requires cluster services (nmfsd) to be
restarted on each node to take effect. For more information, see mmchconfig command in the
IBM Spectrum Scale: Command and Programming Reference.

The nistCompliance attribute must be set to NIST 800-131A for clusters running at version
5.1 or later
Starting from IBM Spectrum Scale 5.1.0 release, setting nistCompliance to off is not
allowed. In addition, updating a cluster to version 5.1 by using mmchconfig
release=LATEST requires nistCompliance to be set to NIST 800-131A. For more
information, see mmchconfig command in the IBM Spectrum Scale: Command and
Programming Reference.

Security

Sudo wrapper security improvement
You no longer need to add the scp, echo, and mmsdxrestore commands to the sudoexrs
file. For more information, see Configuring sudo in IBM Spectrum Scale: Administration Guide.

Features

New mmgos command expands QoS features
The mmgos command combines the functionality of the existing mmchgos and mmlscos
commands, is easy to use, and supports user-created service classes and dynamic I/O service
sharing. With user-created classes and their associated filesets, you can set I/O service usage
levels for functional groups in your organization. Future QoS development will be through
mmqos. For more information, see mmchqos command in the IBM Spectrum Scale: Command
and Programming Reference.

mmcheckquota option checks inode spaces
The mmcheckquota Device:Fileset command supports the execution against an inode
space, so that customers can recover quota usage in a more flexible way (fileset scaling). For
more information, see the mmcheckquota command in the IBM Spectrum Scale: Command
and Programming Reference.

Repair and recovery

Data block replica mismatch repair improvements
You can now use the gpfs.readReplicaRule extended attribute to select specific data
block replicas to read from user files. This helps you to identify the good replica among
mismatched data block replicas. Subsequently, you can use the mmrestripefile -c
command to repair the data block replica mismatches in the file. For more information, see
Replica mismatches in the IBM Spectrum Scale: Problem Determination Guide.

Enhanced performance of parallel log recovery process
New tuning parameters included in mmchconfig help you to improve the performance of
parallel log recovery. The following variables need to be configured with the appropriate
threshold values for faster recovery.

» logRecoveryThreadsPerLog
- logOpenParallelism
« logRecoveryParallelism

For more information, see the topic mmchconfig command in the IBM Spectrum Scale:
Command and Programming Reference.
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Ease of use

The ignoreReplicationOnStatfs attribute specifies if the df command output on GPFS file
system ignores data replication factor
With the ignoreReplicationOnStatfs attribute of the mmchconfig command, you can
specify the df command output on GPFS file system to ignore replication factor. Valid values
are yes and no. The default value is no. For more information, see mmchconfig command in
the IBM Spectrum Scale: Command and Programming Reference.

The ignoreReplicationFoxrQuota attribute specifies if the quota commands ignore data
replication factor
With the ignoreReplicationFoxQuota attribute of the mmchconfig command, you can
specify the quota commands to ignore replication factor. Valid values are yes and no. The
default value is no. For more information, see mmchconfig command in the IBM Spectrum
Scale: Command and Programming Reference.

Performance

Optimizing background space reclamation for thin-provision devices
The mmchconfig enhances the performance of background space reclamation for thin
provisioned devices with the backgroundSpaceReclaimThreshold attribute. You can
configure a threshold value to define how often you want the background space reclamation to
run. For more information, see the topic mmchconfig command in the IBM Spectrum Scale:
Command and Programming Reference.

Note: The space reclaim function instructs the device to remove unused blocks as soon as
they are detected. This discarding of blocks increases the space efficiency in the device, and
also reduces the performance impact by write amplification if the device is an SSD like a NVMe
disk.

The performance measurement team in IBM specifies that in an IBM Spectrum Scale setup
with Intel NVMe disk, creating and updating files would experience heavily degraded
performance without any space reclaim. The worst degradation has been estimated to be
more than 80%. With the background space reclaim, the performance degradation will be
limited to a maximum of 20%. Based on these estimations, you can use the background space
reclaim for daily workload, and manually invoke the mmxeclaimspace command to reclaim
all reclaimable space in the maintenance window.

Offline mm£fsck directory scanning of a file system that has a very sparse inode 0 file
Performance is improved for the mmfsck command in offline mode when it is doing directory
scanning of a file system with a very sparse inode O file. A very sparse inode 0 file can occur
when a file system has a large number of independent filesets.

Installation toolkit changes

 Support for Ubuntu 20.04 on x86_64

« Support for Red Hat Enterprise Linux 8.3 x86_64, PPC64LE, and s390x

 Support for Red Hat Enterprise Linux 7.9 on x86_64, PPC64LE, and s390x

 Support for the object protocol on Red Hat Enterprise Linux 8.x on x86_64 and PPC64LE
The object protocol is supported in IBM Spectrum Scale 5.1.0.1 or later.

« Support for NFS and SMB protocols, and CES on SLES 15 on x86_64 and s390x

« Support for file audit logging on SLES 15 on x86_64 and s390x

 Support for installing and upgrading AFM to cloud object storage (gpfs.afm. cos) package

« The following operating systems are no longer supported:
— Red Hat Enterprise Linux 7.1, 7.2,7.3,7.4,7.5,7.6
— Red Hat Enterprise Linux 8.0
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- SLES 12
- Ubuntu 16.04 and 18.04

Linux on IBM Z feature updates for performance
The hardware compression feature zEDC on IBM z15 is supported. For more information, see 02.26
What are the current requirements/limitations for IBM Spectrum Scale for Linux on Z? and Q2.30 What
are the requirements/limitations for using the compression function? in the IBM Spectrum Scale FAQ.

Management API changes
Added the following endpoints:

« PUT /bucket/keys

« DELETE /bucket/keys/{bucketName}

« POST /filesystems/{filesystemName}/filesets/cos

« POST /filesystems/{filesystemName}/filesets/{filesetName}/cos/directory
« POST /filesystems/{filesystemName}/filesets/{filesetName}/cos/download
- POST /filesystems/{filesystemName}/filesets/{filesetName}/cos/evict

« POST /filesystems/{filesystemName}/filesets/{filesetName}/cos/upload

« PUT /filesystems/{filesystemName}/filesets/{filesetName}/watch

« PUT /filesystems/{filesystemName}/watch

« GET /filesystems/{filesystemName}/watches

« GET /nodes/afm/mapping

« POST /nodes/afm/mapping

« DELETE /nodes/afm/mapping/{mappingName}

« GET /afm/mapping/{mappingName}

« PUT /nodes/afm/mapping/{mappingName}

The following endpoints are modified to support users with CsiAdmin role:

« POST /filesystems/{filesystemName}/filesets/{filesetName}/snapshots

« POST /filesystems/{filesystemName}/snapshots

« DELETE /filesystems/{filesystemName}/filesets/{filesetName}/snapshots/{snapshotName}
« DELETE /filesystems/{filesystemName}/snapshots/{snapshotName}

Management GUI changes
The following changes are made to the GUI:

« Added an option to keep nodes of the cluster in maintenance mode. This helps the system to avoid
raising a critical event that affects the health status of the system. To configure maintenance mode
for a node, select the node in the Nodes page and then select Configure Maintenance Mode option
from the Actions menu.

« Support for enabling and disabling clustered watch.
« Support for Ubuntu 20.04.
 Supports displaying and entering IPv6 addresses for nodes of the cluster in GUI and REST APIs.
 Support for NFS 4.1 version.
NFS changes

« NFS 4.1 version is supported. For more information, see CES NFS support in the IBM Spectrum
Scale: Administration Guide.

« NFSis supported on SUSE SLES 15 on s390x (RPQ Request required).
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NFS authentication

« IBM Spectrum Scale system supports the configuration of authentication with IPv6 address of
external authentication servers.

The NIS authentication with IPvé6 address is not supported. For more information, see
Authentication limitations in IBM Spectrum Scale: Administration Guide.

« LDAP-based authentication schemes secure the integration with the LDAP authentication server
over TLS. TLS version 1.2 or higher are supported only on IBM Spectrum Scale 5.1.0 and later.

- LDAP-based authentication scheme uses SSSD for the integration with the LDAP authentication
server. From IBM Spectrum Scale 5.1.0, the credentials that are used to integrate with the LDAP
server are obfuscated or obscured by using SSSD.

SMB changes
SMB is supported on SUSE SLES 15 on s390x (RPQ Request required).

Object protocol changes
The object protocol is not supported in the 5.1.0.0 release. If you want to deploy object, install the
IBM Spectrum Scale 5.1.0.1 or a later release.

Operating system support changes
The following operating systems are supported in this release.
« Red Hat Enterprise Linux 7.7, 7.8, 7.9 (x86_64, PPC64LE, s390x)
« Red Hat Enterprise Linux 8.1, 8.2, 8.3 (x86_64, PPC64LE, s390x)
« SLES 15 (x86_64, s390x)
« Ubuntu 20.04 (x86_64, PPC64LE)
« AIX 7.2
« Windows 10, Server 2016, Server 2019
Note: Some IBM Spectrum Scale components might support a subset of these operating systems. For

more information, see IBM Spectrum Scale FAQ in IBM Knowledge Center (www.ibm.com/support/
knowledgecenter/STXKQY/gpfsclustersfag.html).

Packaging changes

« The gpfs.ext package is removed from the IBM Spectrum Scale installation images for AIX. The
functionality in the gpfs.ext package is now available in the gpfs.base package.

- The gpfs.ext package is removed from the IBM Spectrum Scale installation images for Windows.
The functionality in the gpfs . ext package is now available in the gpfs.base package.

« The gpfs.callhome-ecc-client package is removed from the IBM Spectrum Scale installation
images for Linux. The functionality in the gpfs.callhome-ecc-client package is now available
in the gpfs.base package.

« The gpfs.kafka package is not needed for new installations and it is removed from new
installations by the installation toolkit. However, for upgrades, this package is installed by the
installation toolkit for backward compatibility. The functionality in the gpfs. kafka package is no
longer needed in new installations due to updates in file audit logging and clustered watch folder.

« The gpfs.scst package is removed from the IBM Spectrum Scale installation images for Linux.

Python-related changes
From IBM Spectrum Scale release 5.1.0, all Python code in the IBM Spectrum Scale product is
converted to Python 3. The minimum supported Python version is 3.6.

For compatibility reasons on IBM Spectrum Scale 5.1.0.x and later on Red Hat Enterprise Linux 7.x
(7.7 and later), a few Python 2 files are packaged and they might trigger dependency-related
messages. In certain scenarios, Python 2.7 might also be required to be installed. Multiple versions of
Python can co-exist on the same system. For more information, see the entry about mmadquezxy in
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Guidance for Red Hat Enterprise Linux 8.x on IBM Spectrum Scale nodes in IBM Spectrum Scale:
Concepts, Planning, and Installation Guide.

The Python code in IBM Spectrum Scale 5.0.y or earlier will continue to be in Python 2.

Tip:

« IBM Spectrum Scale 5.1.0.x uses Python 3 code and it runs best with operating systems that also
use Python 3 internally such as Red Hat Enterprise Linux 8.x, SLES 15, and Ubuntu 20.04.

« IBM Spectrum Scale 5.0.x.x uses Python 2 code and it runs best with operating systems that also
use Python 2 internally such as Red Hat Enterprise Linux 7.x.

System Health changes
« Residual configuration files can be removed while upgrading to IBM Spectrum Scale 5.1.x

The gpfs.callhome-ecc-client package is not needed when upgrading to IBM Spectrum Scale
version 5.1.x from an earlier release. These files can be removed from Ubuntu. For more information
on how to remove the residual files, see the Removing residual configuration files while upgrading to
IBM Spectrum Scale 5.1.x section in the IBM Spectrum Scale: Concepts, Planning, and Installation
Guide.

« New sub-command added to the mmces command:

The mmces address prefix-ipv4 command can be used to set the default prefix value for the
IPv4 address or shows this value. For more information, see the mmces command section in the
IBM Spectrum Scale: Command and Programming Reference guide.

« New events added for the following:
— File system events
— GPFS events
— NFS events

For more information, see the Events section in the IBM Spectrum Scale: Problem Determination
Guide.

« New metrics added for the following:
- GPFS

— Linux

For more information, see the List of performance metrics section in the IBM Spectrum Scale:
Problem Determination Guide.

« File system manager component added for use with QOS monitoring.

For more information, see the mmhealth command section in the IBM Spectrum Scale: Command
and Programming Reference guide or the File system manager events section in the IBM Spectrum
Scale: Problem Determination Guide.

Call Home changes
Call Home has the following improvements:

- The call home feature does not require any feature-specific packages to be installed anymore. The
call home feature can be configured and used after the IBM Spectrum Scale gpfs.base package is
installed. This streamlines the installation process, reducing its complexity and related errors.
Furthermore, the total installation size is reduced and no dependencies on Java are present
anymore.

« New commands are added to collect and upload the data to call home. For more information, see
the Scheduled data upload section in the IBM Spectrum Scale: Problem Determination Guide.

Documented commands, structures, and subroutines
The following section lists the modifications to the documented commands, structures, and
subroutines:
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New commands

- mmafmcosaccess
- mmafmcosconfig
- mmafmcosctl
- mmafmcoskey
« mmqos
New structures
There are no new structures.

New subroutines
There are no new subroutines.

New user exits
There are no new user exits.

Changed commands

- gpfs.snap

- mmafmconfig

- mmafmctl

« mmaudit

- mmces

- mmchattr

e mmchconfig

-« mmcheckquota
« mmchfileset

« mmchnode

- mmcxfs

- mmdiag

- mmhealth

- mmkeysexrv

- mmlsattr

- mmmsgqueue

- mmnfs

- mmlslicense

- mmprotocoltrace
- mmrestripefile
- mmsdrrestore
« mmshutdown

- mmuserauth

- mmwatch

- spectrumscale

Changed structures
There are no changed structures.

Changed subroutines
There are no changed subroutines.

Deleted commands

« mmblock
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* mmmsgqueue

Deleted structures

There are no deleted structures.

Deleted subroutines

There are no deleted subroutines.

Messages

The following are the new, changed, and deleted messages:

New messages

6027-2414, 6027-2415, 6027-2416, 6027-2962, 6027-2963, 6027-2964, 6027-3261,
6027-3262, 6027-3263, 6027-3331, 6027-3332, 6027-3609, 6027-3610, 6027-3611,
6027-3612, 6027-3613, 6027-3946, 6027-3947, 6027-3609, 6027-3610, 6027-3611,
6027-3609, 6027-3610, 6027-3611, 6027-3948, 6027-3949, 6027-3950, 6027-3951,
6027-4110, 6027-4300, and 6027-4301.

Changed messages
6027-3329

Deleted messages
None.

List of stabilized, deprecated, and discontinued features in 5.1.0

A feature is a stabilized feature if there is no plan to deprecate or remove this capability in a
subsequent release of the product. It will remain supported and current with updates to the operating
systems. You do not need to change any of your existing applications and scripts that use a stabilized
function now. You should not expect significant new functionality or enhancements to these features.

Table 3. Features stabilized in Version 5.1.0

Category

Stabilized Functionality

Recommended Action

FPO

All

FPO and SNC remain available.
However, it is recommended to
limit the size of deployments to
32 nodes. There are no plans for
significant new functionality in
FPO nor increases in scalability.

The strategic direction for
storage using internal drives
and storage rich servers is
Spectrum Scale Erasure Code
Edition (ECE).

HDFS Transparency

HDP support

Plan to migrate to Cloudera
supported releases.

A feature is a deprecated feature if that specific feature is supported in the current release but the
support might be removed in a future release. In some cases, it might be advisable to plan to
discontinue the use of deprecated functionality.

Table 4. Features deprecated in Version 5.1.0

Category

Deprecated functionality

Recommended Action

Platforms

AIX support for IBM Power7
systems

Plan to migrate to newer
generations of Power systems.
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Table 4. Features deprecated in Version 5.1.0 (continued)

Category

Deprecated functionality

Recommended Action

Watch folders

Kafka queue for watch folders

If you are using Kafka for other
purposes, install it separately
from IBM Spectrum Scale. It is
no longer installed as part of the
IBM Spectrum Scale
installation.

Security

Support for Vormetric DSM V5

Upgrade to Vormetric DSM V6.2
or later. For more information,
see the topic Preparation for
encryption in the IBM Spectrum
Scale: Administration Guide.

Protocols

mmcesdx command (Protocols
cluster disaster recovery)

Use AFM and AFM DR to set up
your own replication strategies
between clusters.

A feature is a Discontinued feature if it has been removed in a release and is no longer available. You
need to make changes if you were using that functionality in previous releases.

Table 5. Features discontinued in Version 5.1.0
Category Discontinued functionality Recommended Action
Security The use of TLS 1.0 and 1.1 for Upgrade to TLS 1.2 or later.
authorization within and
between IBM Spectrum Scale
clusters.
GUI/REST API The use of TLS 1.0 and 1.1 for Upgrade to TLS 1.2 or later.
authorization with the GUI/
REST API server
Platforms Encryption acceleration library | If encryption performance is
for Power7 (CLIC) critical, migrate to newer
generations of Power Systems .
Big Endian Power servers Upgrade to newer generations
of Power systems or remain on
IBM Spectrum Scale 5.0.5.
Linux support for IBM Power7 Plan to migrate to newer
systems generations of Power systems.
Protocols iSCSI as a target for remote Use some other block services
boot provider.
Containers Storage Enabler for Containers | Migrate to Container Storage
(SEC) Interface (CSI).

Changes in documentation

IBM Spectrum Scale FAQ improvements
The IBM Spectrum Scale support information has been condensed and moved to Q2.1 What is
supported on IBM Spectrum Scale for AIX, Linux, Power, and Windows? In this new question, the
support information is available for the latest GA (5.1.0) and PTF (5.0.5.3) in the following format:
a table that details the supported operating systems and components and latest tested kernels, a
table that details the support exceptions for Linux, and a table that details the support
exceptions for AIX and Windows. It is the intention for IBM Spectrum Scale to support all features
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on all platforms, which is why the exceptions are highlighted. If you want to see support
information for earlier versions of IBM Spectrum Scale, you can access an archive from the same
question.

List of documentation changes in product guides and respective IBM Knowledge Center sections

The following is a list of documentation changes including changes in topic titles, changes in
placement of topics, and deleted topics:

Table 6. List of changes in documentation

Guide

IBM Knowledge
Center section

List of changes

Concepts, Planning,
and Installation
Guide

Product overview

Removed the following topics:

» CES (SCSI support

« Introduction to protocols cluster disaster recovery (DR)

« Introduction to watch folder API

« Consumers in file audit logging

« The message queue in file audit logging

« The message queue in clustered watch folder

» The message queue services monitor and clustered watch folder
« Conduits in clustered watch folder

 Overview of using a secondary sink in clustered watch folder

» IBM Spectrum Storage Suite

Installing

Removed the following topics:

 Enabling and configuring watch folder API using the installation
toolkit

Installing watch folder API
Requirements for watch folder API
Watch folder API limitations

» Manually installing watch folder API
» Manually installing file audit logging
Reinstalling file audit logging

Upgrading

« Renamed Instructions for removing object protocol when
upgrading protocol nodes to Red Hat Enterprise Linux 8.x to
Instructions for removing object protocol packages when
upgrading protocol nodes to Red Hat Enterprise Linux 8.x

Renamed Upgrade paths and commands for file audit logging,
watch folder API, and clustered watch folder to Upgrade paths
and commands for file audit logging and clustered watch folder
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Table 6. List of changes in documentation (continued)

Guide

IBM Knowledge
Center section

List of changes

Administration
Guide

Configuring

Removed the following topics:

» Configuring the message queue

» Enabling the message queue

 Disabling the message queue

» Disabling the message queue and removing the configuration

- Actions that the mmmsgqueue command takes to enable the
message queue

» Message queue limitations
» Suspending a clustered watch
» Resuming a clustered watch

 Actions that the mmwatch command takes to suspend a
clustered watch

« Actions that the mmwatch command takes to resume a clustered
watch

« Actions that the mmwatch command takes to auto-disable a
clustered watch

Administering

Removed the following topics:

 Performing a watch with the watch folder API

« Starting consumers in file audit logging

- Stopping consumers in file audit logging

 Designating additional broker nodes for increased performance
» Configuring and enabling the BLOCK service

- Firewall recommendations for file audit logging, watch folder
API, and clustered watch folder

Monitoring

Removed the following topics:

= Monitoring the message queue
» Displaying topics that are registered in the message queue
« Displaying the port that the Kafka broker servers are using

= Determining the current topic generation number that is being
used in the file system

» Methods to monitor the message queue with system health
« Monitoring the consumer status
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Table 6. List of changes in documentation (continued)

Guide

IBM Knowledge
Center section

List of changes

Command and
Programming
Reference Guide

Command reference

Removed the following topics:

« mmblock command
« mmmsgqueue command

Programming
reference

Removed the following topics:

 Version 1. This topic contain the IBM Spectrum Scale
management API version 1 endpoint documentation.

» Watch folder API

 gpfs_init_watch subroutine
 gpfs_add_watch subroutine

» gpfs_add_fset_watch subroutine

» gpfs_add_inodespace_watch subroutine
» gpfs_add_filesystem_watch subroutine
» gpfs_rm_watch subroutine

» gpfs_read_watch subroutine
 gpfs_close_watch subroutine

» gpfs_watch_strerror subroutine

Problem
Determination Guide

Troubleshooting

Removed the following topics:

 Troubleshooting watch folder API

- Events are not being audited after disabling and re-enabling the
message queue

» Manually upgrading file audit logging authentication
 Audit consumer reporting errors writing to audit log files

« The message queue status command shows broker status
fluctuating between STOPPED and good status

« Message queue issues

= ZooKeeper continuously restarts on one node
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Chapter 1. Command reference

A list of all the GPFS commands and a short description of each is presented in this topic.

Table 7 on page 1 summarizes the GPFS-specific commands.

Table 7. GPFS commands

Command

Purpose

“gpfs.snap command” on page 8

Creates an informational system snapshot at a single
point in time. This system snapshot consists of
information such as cluster configuration, disk
configuration, network configuration, network status,
GPFS logs, dumps, and traces.

“mmaddcallback command” on page 12

Registers a user-defined command that GPFS will
execute when certain events occur.

“mmadddisk command” on page 28

Adds disks to a GPFS file system.

“mmaddnode command” on page 35

Adds nodes to a GPFS cluster.

“mmadquery command” on page 39

Queries and validates Active Directory (AD) server
settings.

“mmafmconfig command” on page 45

Can be used to manage home caching behavior and
mapping of gateways and home NFS exported servers.

“mmafmcosaccess command” on page 48

This command is used to map a directory in an AFM to
could object storage fileset to a bucket on a cloud
object storage.

“mmafmcosconfig command” on page 50

This command used to create and display an AFM to
cloud object storage fileset.

“mmafmcosctl command” on page 55

This command is used to control the download and
upload operations between an AFM to cloud object
storage fileset and a cloud object storage.

“mmafmcoskeys command” on page 58

This command is used to manage access and secret
keys of a bucket on a cloud object storage.

“mmafmctl command” on page 61

This command is for various operations and reporting
information on all filesets. It is recommended to read
the IBM Spectrum Scale: Administration Guide AFM and
AFM Disaster Recovery chapters along with this manual
for detailed description of the functions.

“mmafmlocal command” on page 78

Provides a list of cached files and file statistics such as
inode number, allocated blocks, and so on.

“mmapplypolicy command” on page 80

Deletes files, migrates files between storage pools, or
does file compression or decompression in a file system
as directed by policy rules.

“mmaudit command” on page 92

Manages setting and viewing the file audit logging
configuration in IBM Spectrum Scale.

“mmauth command” on page 96

Manages secure access to GPFS file systems.

“mmbackup command” on page 101

Performs a backup of a GPFS file system or independent
fileset to an IBM Spectrum Protect server.
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Table 7. GPFS commands (continued)

Command

Purpose

“mmbackupconfig command” on page 110

Collects GPFS file system configuration information.

“mmbuildgpl command” on page 112

Manages prerequisite packages for Linux and builds the
GPFS portability layer.

“mmcachectl command” on page 114

Displays information about files and directories in the
local page pool cache.

“mmcallhome command” on page 117

Manages the call home operations.

“mmces command” on page 132

Manages CES configuration.

“mmcesdr command” on page 147

Manages protocol cluster disaster recovery.

“mmchattr command” on page 156

Changes attributes of one or more GPFS files.

“mmchcluster command” on page 164

Changes GPFS cluster configuration data.

“mmchconfig command” on page 169

Changes GPFS configuration parameters.

“mmchdisk command” on page 210

Changes state or parameters of one or more disks in a
GPFS file system.

“mmcheckquota command” on page 218

Checks file system user, group and fileset quotas.

“mmchfileset command” on page 222

Changes the attr